
DEPARTMENT OF THE ARMY 
HEADQUARTERS, UNITED STATES ARMY RESERVE COMMAND 
1401 DESHLER STREET SW 
FORT MCPHERSON, GA 30330-2000 


EPLYTO 
TTENTION Of' 


ARRC-CG 


2 7 SEP 2010 


MEMORANDUM FOR MG Jeffery L. Arnold, 
SUBJECT: Appointment of Investigating Officer 


1. You are hereby appointed to serve as an Inv estigate 
Regulation (AR1 15- §Jnjmjnfon^^ 

194th Division 


ursuant to Arm\ 




Additionally, you will address | 
94th DIV's review of the same. 


actions in authoring a book and the 



uiry Officer in 
us.army.mil. 


Military Intelligence Readiness 
is case. She can be reached at 



3. This tasking takes priority over your routine duties. It will be your primary 
responsibility until you submit your completed report of investigation as provided below. 


4. No respondent is designated in this investigation. Therefore, you will use the 
informal procedures set forth in AR 15-6. All witness statements will be taken under 
oath and made in writing. Use DA Form 2823, Sworn Statement, to record all sworn 
statements. If, during the course of your investigation, you believe that a witness may 
have engaged in any type of criminal misconduct, you will advise that witness of his/her 
right against self-incrimination and right to counsel. Military suspects will be informed of 
their rights under Article 31, Uniform Code of Military Justice, and civilian suspects will 
be advised of their rights under the 5th Amendment to the US Constitution. Use DA 
Form 3881, Rights Warning Procedure/Waiver Certificate, to accomplish the rights 
advisement for both military and civilian suspects. You must obtain an acknowledgment 
and waiver of those rights before conducting any further questioning of a witness you 
believe has committed a criminal offense. 


5. In your report of investigation, you will make specific findings of fact on each of the 
matters set forth in the enclosed Listing of Issues, along with any other matters you wish 
me to consider. Use DA Form 1574, Report of Proceedings by Investigating Officer/ 
Board of Officers, to complete your report of investigation. Do not include classified 
information in your report. Submit the original and a copy of your report to me, through 
the US Army Reserve Command (USARC) Office of the Staff Judge Advocate (OSJA), 
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ARRC-CG 

SUBJECT: Appointment of Investigating Officer 


no later than 30 days from the date of this appointment. The Staff Judge Advocate, 
USARC, is authorized to grant extensions for good cause. 


6. 

reached at 


USAR C O SJA, will serve as your legal advisor, Hcan be 

• i’ You must consult with 


|or at ^^MESSlaM 

I prior to beginning your investigation. 



7. Army Reserve Communications, will serve as your technical 

advisor/expert witness regarding Public Affairs matters. He can be reached at 



Lieutenant General, US Army 
Commanding 



2 
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Listing of Issues 


3 
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book 


7. To what extent was the 94th DIV chain of command aware 
writing activities? Be sure to address the following: 



a. Identify the officials of the 94th DIV chain of command who were aware of 

activities. 

b. What was the understanding of such officials as to the nature of 

writing activities (i.e., where, when, and how(|was researching, writing, editing, and 
obtaining reviews of H book)? 


^^^^Wha^vas the understanding of such officials as to the substance of the book 
^j^^Hwas writing? 

d. How and when did such officials learn of writing activities? 


5 
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efforts to have ■ book 


e. How and when did such officials learn of 
commercially published? 

f. Did such officials have any information about___ 

copies of Hbook to publishers or agents in ■efforts to 9 et published. 

g. What guidance, if any, did any officials of the 94th DIV provide to| 
regarding ■writing activities? 


(providing manuscript 


[■esearch, write, or edit^book while B was in a militar y dut y 
(research, write, or edit® book using government resources of 


h. Did| 
status? 

i. Did 


any kind, to include a government information system? 

i Did any officials of the 94th DIV view or read any portions of---- 

book/manuscript prior to ^submission of it for a pre-publication review? If so, for what 

purpose? 

8. What rules govern the pre-publication review of speeches, books, and other writings 
authored by Soldiers? Be sure to address the following: 

a. Identify all Department of Defense (DoD) and Department of the Army directives, 
regulations, and policies pertaining to such review. 

b. Set forth the relevant portions of such directives, regulations, and policies. 

c. Describe how such a review must take place. Specifically, identify who must 
review the draft writing, explain the nature of each reviewer’s examination, and identify 
who must finally approve the speech, book, or other writing prior to publication or public 

release. 



9. SetfortMh^actsand circumstan 
review of^jm^H^^^^ook entitled 
following: 

a. When was the draft book submitted for review? 


rounding the 94th DIV’s pre-publication 
Be sure to address the 


b. Who reviewed the draft book? 

c. What was the scope of each reviewer’s examination of the draft book? 

d. What was each reviewer’s determination regarding the propriety of the draft 
book’s publication? 


6 


8 / 26/2019 


000035 








e. Who approved the publication of the draft book? 

f. What was each reviewer’s and the approver's knowledge of the pre-publication 
review rules referenced in para 8 above? 

g. What legal advice was provided to the reviewers and/or the approving authority 
regarding the nature and sufficiency of the pre-publication review of the draft book? 

h. Did any officials of the 94th DIV contact or attempt to contact officials of other 
DoD Components, to include the Defense Intelligence Agency (DIA) or the US Special 
Operations Co mmand, to coordinate on the pre-publication reviews it conducted of 

book? 

10 Diddraft book contain classified information that was not approved 
for releasebyapproprlate authorities? [Note: Do not include or describe any such 
classified information in this investigative report.] 

11 If the answer to Issue 10 is yes, were the 94th DIV reviewers and/or the approving 
authority aware that the draft book contained classified information that was not 
approved for release by appropriate authorities? If so, be sure to address the following. 

a. Identify each reviewer and/or approver who was aware of such fact. 

b. When did the reviewers and/or approver become aware of such fact? 

c. How did such reviewers and/or approver become aware of such fact? 

d. What actions did such reviewers and/or approver take upon becoming aware of 
such fact? 


e. 


How and when did any officials of the 94th DIV learn that classified information 


was contained ini 


Ibook? 


f. What respresentations did make to officials in the 94th DIV regarding 

the presence of classified information in ^ book? When did ■make such 
representations? 


12. Before or during the 94tt^lV’^evie^^Hh^irafU30ok^lich 
statements to Army officials 
address the following: 


If so, 


make any 
ie sure to 


a. To whom did ^^^^^|make such statements? 

b. When did ^^^^^|make such statements? 
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c. What was the content of ^^^^^^^statements? 

13. Before or during the 94th DIV’s review of the draft book, did^^HH make arj y 
statements to Army officials regarding whether the book contained classified 
information? If so, be sure to address the following: 


a. To whom did ^^^^^flmake such statements? 

b. When such statements? 

c. What was the content of statements? 


15, Provide a detailed histor y of^ ^^^^^^Bactivities involving the research, writing, 
editing, and efforts to publish >|book. Be sure to address the following: 


e. To whom did ^^^^^^|provide copies offlfl manuscript (or portions thereof) 
for review or advice prior to or after submission to^Mpublisher? What is the disposition 
of these review/comment manuscripts or portions of manuscripts? 
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i. What actions did ^^^^Btake to obtain a pre-publication review of M book 
from DoD or the Army? 

j. What was knowledge regarding the requirement for such a 

pre-publication review? 

k. Where did ^^^^^Mobtain such knowledge? 


n Was^^^^^^aware of the provisions in the non-disclosure agreements that 
address the requirement to obtain a review of any proposed writinc^hat involves duties 
or information covered under the non-disclosure agreement when *was researching, 
writing, editing, or making efforts to obtain commercial publication of his book? 

o. WasBI^HBiware thatB bookcontained information regarding DlA 
training anc^^^^^^activities prior to being so informed by DoD officials in 
July/August 2010? 

p what steps did^^^^^fltake to ensure M book did not include classified 
information both before and after* was informed by DoD officials in July/August 2010 
that it did? 
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Listing of Issues 
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7. To what extent was the 94th DIV chain of command aware book 

writing activities? Be sure to address the following: 


a. Identify the officials of the 94th DIV chain of command who were aware of 
writing activities. 


b. What was the understanding of such officials as to the nature of pFTj H^— 
writing activities (i.e., where, when, and how* was researching, writing, editing, and 


obtaining reviews of^ book)? 


c. What was the understanding of such officials as to the substance of the book 
was writing? 


8 / 26/2019 


000041 








d. How and when did such officials learn of | 

e. How and when did such officials learn of I 
commercially published? 


writing activities? 
efforts to haveBi book 


f. Did such officials have any information aboutproviding manuscript 
copies ofH book t° publishers or agents in^ efforts to get it published? 

g. What guidance, if any, did any officials of the 94th DIV provide to | 
regarding^ writing activities? 


h. Did | 
status? 


research, write, or edit^ book while ^ was in a military duty 


i. Did research, write, or edit^ book using government resources of 

any kind, to include a government information system? 

j. Did any officials of the 94th DIV view or read any portions of 
book/manuscript prior to^ submission of it for a pre-publication review? If so, for what 
purpose? 

8. What rules govern the pre-publication review of speeches, books, and other writings 
authored by Soldiers? Be sure to address the following: 

a. Identify all Department of Defense (DoD) and Department of the Army directives, 
regulations, and policies pertaining to such review. 

b. Set forth the relevant portions of such directives, regulations, and policies. 

c. Describe how such a review must take place. Specifically, identify who must 
review the draft writing, explain the nature of each reviewer’s examination, and identify 
who must finally approve the speech, book, or other writing prior to publication or public 
release. 

9. Set forth the facts and circumstances surrounding the 94th DIV pre-publication 

review book entitled Be sure to address the 

following: 

a. When was the draft book submitted for review? 

b. Who reviewed the draft book? 


c. What was the scope of each reviewer’s examination of the draft book? 

d. What was each reviewer’s determination regarding the propriety of the draft 
book’s publication? 
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e. Who approved the publication of the draft book? 

f. What was each reviewer’s and the approver’s knowledge of the pre-publication 
review rules referenced in para 8 above? 

g. What legal advice was provided to the reviewers and/or the approving authority 
regarding the nature and sufficiency of the pre-publication review of the draft book? 

h. Did any officials of the 94th DIV contact or attempt to contact officials of other 
DoD Components [to include the Defense Intelligence Agency (DIA) or the US Special 
Operations Command] to coordinate on the pre-publication reviews it conducted of 

book? 


10. Did^^^^^^g draft book contain classified information that was not approved 
for release by appropriate authorities? Prepare a classified annex to your report of 
investigation to hold all classified exhibits, findings, and recommendations you intend to 
include in your report. No information classified above SECRET/NOFORN should be 
included in your report. 

11. If the answer to Issue 10 is yes, were the 94th DIV reviewers and/or the approving 
authority aware that the draft book contained classified information that was not 
approved for release by appropriate authorities? If so, be sure to address the following: 

a. Identify each reviewer and/or approver who was aware of such fact. 

b. When did the reviewers and/or approver become aware of such fact? 

c. How did such reviewers and/or approver become aware of such fact? 

d. What actions did such reviewers and/or approver take upon becoming aware of 
such fact? 

e. How and when did any officials of the 94th DIV learn that classified information 

was contained book? 


f. What respresentations did^^^^^^ make to officials in the 94th DIV regarding 
the presence of classified information in^ book? When did^ make such 
representations? 
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13. Before or during the 94th DIV review of the draft book, did^^^^^g make any 
statements to Army officials regarding whether the book contained classified 
information? If so, be sure to address the following: 


a. To whom did I 


make such statements? 


b. When did I 


make such statements? 


c. What was the content of I 


statements? 



15. Provide a detailed history activities involving the research, writing, 

editing, and efforts to publish H book. Be sure to address the following: 



e. To whom did^^^^^^ provide copies of^ manuscript (or portions thereof) 
for review or advice prior to or after submission to^ publisher? What is the disposition 
of these review/comment manuscripts or portions of manuscripts? 
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i. What actions take to obtain a pre-publication review of^ book 

from DoD or the Army? 


j. What knowledge regarding the requirement for such a pre¬ 

publication review? 



n. Was^m^^^| aware of the provisions in the non-disclosure agreements that 
address the requirement to obtain a review of any proposed writing that involves duties 
or information covered under the non-disclosure agreement when H was researching, 
writing, editing, or making efforts to obtain commercial publication of ^ book? 

o. Was^^^^^J aware that^ book contained information regarding DIA 
training and operational activities prior to being so informed by DoD officials in 
July/August 2010? 

p. What steps did^^^^^^ take to ensure ^ book did not include classified 
information both before and after^ was informed by DoD officials in July/August 2010 
that it did? 


q. Didm^^^H provide any source documents or other information to^ ‘ghost 
writer’ for use in writing or to anyone else for the purpose of reviewing or editing^ 
book? If so, be sure to identify said documents or other information. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE DIRECTOR OF THE ARMY STAFF, 
1000 ARMY PENTAGON 
WASHINGTON, DC 20310-1000 


DACS-ZD 24 September 2010 


MEMORANDUM FOR THE COMMANDER, UNITED STATES ARMY RESERVE 
COMMAND 

SUBJECT: Direction to Conduct an Informal AR 15-6 Investigation 



1. Reference: Memorandum, Deputy Chief of Staff, G2, subject: Recommendation to 
Conduct an Informal AR 15-6 Investigation, 24 September 2010. 


2. I hereby direct you to c 
circumstances surroundin _ 
Division (Force Sustainment 



In addition, the 10 must Investigate the actionso^fficial^i^he 94"' DivisiorWForce 
Sustainment) with regard to their knowledge of^^^^^^Bjiook, titled 
,£^.5 66: the c onduct of any pre-publicationreviewsof^Bbook by the unit; as well 
as^^^|^^|actions relating to the research, authorship and publication of this 
book. 


3. Should the investigating officer provide findings and or recommendations that are 
directed at commands or personnel that fall outside of your command and control, 
please forward those findings and recommendations back to me for appropriate action. 


WILLIAMS. TROY c 
Lieutenant General, 
Director of the Army Staff 
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DAMI-ZA 


DEPARTMENT OF THE ARMY 

OFFICE OF THE DEPUTY CHIEF OF STAFF, G-2 
1000 ARMY PENTAGON 
WASHINGTON, DC 20310-1000 


24 September 2010 


MEMORANDUM FOR THE DIRECTOR OF THE ARMY STAFF 
SUBJECT: Recommendation to Conduct an Informal AR 15-6 Investigation 


1. References: 


a. DoD Directive 5230.09, Clearance of DoD Information for Public Release, 
August 22, 2008. 

b. DoD Instruction 5230.29, Security and Policy Review of DoD Information for 
Public Release, January 8, 2009. 

c. Memorandum, Assistant Division Commander, 94 lh Divisio n (Force 
Sustainment), subject: Legal and Operational Security Review of 



femorandum. Staff Judge Advocate. 94 th Division (Force Sustainment), subject 


e. Memorandum, Deputy Chief of Staff, G2, subject: Prepublication Review, 5 
August 2010. 

f. Letter, Director of the Defense Intelligence Agency, subject: Harm to National 

ition bv _ 

6 August 

2010. 



g. HQ, United States Army Reserve Command, Report of Proceedings By 
Investigating Officer, dated 7 February 2007, approved by BG Oscar R. Anderson on 26 
Mar 2007. 
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| in Februa 
which is titled 


has written a book detailing I 
20091 



experiences as 

entered into a commercial agreement to publish the book, 
In January 2010, the deputy commander of the 
Force SustainmentWjonducted a favorable operational security review of 



book and 


I publisher to proceed with the 


pen notifiedl 

printing and sale of it. The operational security review, however failed to meet the 
Department of Defense (DoD) requirements for prepublication review of such a book. 
DoD Directive 5230.09, Clearance of DoD Information for Public Release requires 
books that pertain to military matters, national security issues, or subjects of significant 
concern to the DoD be reviewed at the DoD level prior to release. (See Reference e.) 


X 


4. 

and activities 


|book, wh ich is now available for sale to the public, describes events 
|was involved with or was knowledgeable of pertaining to 



officials first became aware of this book in May 2010 and through the assistance of the 
Army Office of General Counsel, obtained a copy in July 2010 for review. This review 
determined that the book contained significant classified information, the release of 
which could reasonably be expected to cause serious damage to national security. 
(See Reference f) Although the version of the book that is now publically available for 
purchase no longer contains this information, as it has been “blacked out”, 
approximately 9,515 copies of the initial version were produced by the publisher, and 
approximately 75 copies were distributed to book reviewers around the country. DoD 
officials, pursuant to an agreement with the publisher, purchased the 9,515 copies and 
observed their destruction by the publisher on 20 September 2010. Unfortunately, the 
publisher has not been able to recover all of the review copies of the original book and 
several of them have appeared for sale on e-Bay. The classified information in the 
original will likely be widely disseminated via the internet. 



5. 

activities of 


activities regarding |_ 

chains of command, have resultec 
information security incidents/lapses. These incidents sp an mam 
least three separate commands inside and outside of the I ™* 


as well as the 

in significant personnel and 

ears and in volve at 

most recent activities involving^^^^^^^^^^^^^^^^^^^Bjniniav^ulminated 
in the release of a significant amount of classified information. All of these matters 
should be fully investigated to identify the actions and omissions that have led to 
personnel and information security incidents/lapses and the unauthorized release of 
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DAMI-CDS 

SUBJECT: Recommendation to Conduct an Informal AR 15-6 investigation 


classified information, as well as what corrective steps the Army needs to take to 
prevent future Incidents of this type. 


«. Recommend that you appoint or direct the appointment of an investigating officer 



addition, the 10 should investigate the actions of I 
command with regairj to a pre-publication reviewo? 


actions relating toHauthorship and publication of this book 


_urrent chain of 

book, as well asT 
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REPLY TO 
ATTENTION OF 


AFRC-CG 


DEPARTMENT OF THE ARMY 
HEADQUARTERS, UNITED STATES ARMY RESERVE COMMAND 
4710 KNOX STREET 

FORT BRAGG, NORTH CAROLINA 28310-5010 


21 May 2012 


MEMORANDUM FOR 



SUBJECT: Release from Appointment as Investigating Officer and Assistant 
Investigating Officers 


1. You hereby are released from your appointment to serve as Investigating Officer and 
Assistant Investigating Officers p ursuant to AR 15-6 in the informal investigati on into 

n iF ff a issues pertaining to] 

Division (Force Sustainment), and issues regarding 


94th 

»uthoring a book and the 94th 
Division’s review of the same. This release is effective immediately. 



2. The investigation of the matter remains pending. Accordingly jn^ommen^hould 
be made regarding your work to date on this matter at this time^HHpHBB|is 
my point of con tact for this matter and may be reached at ^ 

|@usar army.mil. 



Lieutenant General, US Afmy 
Commanding 
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REPLY TO 
ATTENTION OF 


DEPARTMENT OF THE ARMY 
HEADQUARTERS, UNITED STATES ARMY RESERVE COMMAND 
4710 KNOX STREET 

FORT BRAGG, NORTH CAROLINA 28310-5010 


AFRC-CG 


21 May 2012 


MEMORANDUM FOR BG William F. Duffy, Commander, Military Intelligence 
Readiness Command, 8831 John J. Kingman Road, Fort Belvoir, VA 22060-6208 

SUBJECT: Appointment of Investigating Officer 


1. You are hereby appointed to serve as an Investigatin^Office^lO^uiguanU^rmy 
Regulation (AR) 15-6 in an informal investiqat ion^JJ^^ ^j^icQ ^r^ faS^' 

194th Division (DIV) (Force Sustainment). 


Additionally, you will addressl 


actions in authoring a book and the 94th 


DIV's review of the same, I have relieved all prior investigating officers appointed to this 
investigation. You will review all previously gathered evidence or findings by previous 
investigating officers and complete the report of investigation as provided below 


2 This tasking takes priority over your routine duties. It will be your primary 
responsibility until you submit your completed report of investigation as provided below. 

3. No respondent is designated in this investigation. Therefore, you will use the 
informal procedures set forth in AR 15-6. In the event that you need to gather additional 
witness statements not previously taken by an investigating officer, all witness 
statements will be taken under oath and made in writing. Use DA Form 2823, Sworn 
Statement, to record all sworn statements. If, during the course of your investigation, 
you believe that a witness may have engaged in any type of criminal misconduct, you 
will advise that witness of his/her right against self-incrimination and right to counsel. 
You will consult with the legal advisor identified below before proceeding with interviews 
of such witnesses. Military suspects will be informed of their rights under Article 31, 
Uniform Code of Military Justice, and civilian suspects will be advised of their rights 
under the 5th Amendment to the US Constitution. Use DA Form 3881, Rights Warning 
Procedure/Waiver Certificate, to accomplish the rights advisement for both military and 
civilian suspects. You must obtain an acknowledgment and waiver of those rights 
before conducting any further questioning of a witness you believe has committed a 
criminal offense. 


4. In your report of investigation, you will make specific findings of fact on each of the 
matters set forth in the enclosed Listing of Issues, along with any other matters you wish 
me to consider. Use the Report of Proceedings by Investigating Officer/Board of 
Officers (DA Form 1574) to complete your report of investigation. Do not include 
classified information in your report. Submit the original and a copy of your report to 
me, through the US Army Reserve Command (USARC) Office of the Staff Judge 
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AFRC-CG 

SUBJECT: Appointment of Investigating Officer 


Advocate (OSJA), no later than 14 days from the date of this appointment. Extensions 
will not be granted, except for good cause. The Staff Judge Advocate, USARC, is 
authorized to grant extensions for good cause 

5. Several individuals have been Flagged in accordance with AR 600-8-2 based on 
prior investigation. Should you determine in the context of your investigation that a 
Soldier's status has changed from favorable to unfavorable, as defined in AR 600-8-2, 
Suspension of Favorable Personnel Actions (FLAGS), coordinate with me to initiate a 
FLAG. 



2 
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REPORT OF PROCEEDINGS BY INVESTIGATING OFFICER/BOARD OF OFFICERS 

For use or this lorn, ess AR 15-6; the proponent agency Is OTJAG 


IF MORE SPACE IS REQUIRED IN FILLING OUT ANY PORTION OF THIS FORM, A TTACH ADDITIONAL SHEETS 


SECTION I - APPOINTMENT 


Appointed by LTG Jack Stultz, Commanding General US Army Reserved Command 


(Appointing authority) 


27 September 2010 
(Date) 


IAttach in closure 1 ; Letter of appointment or summary of oral appointment data.) (See pare 3-15, AR 15-6.) 


SECTION II - SESSIONS 


The (investigotlon) (board) 

on 29 September 2010 

luaiej 


commenced at Port McPherson, GA 

1 (Piece) 

(lie form el board mot for more than one session, check here 


0800 

(Time) 


ended, the place, person s present and absent, and explanation of absence s, if any) 
present: (Altar e ach name, indicate capacity, e.g,, President, Recorder , Mem Per, Legal Advisor,) 
M^cflrs^^Amok^(appointed 27 September 2010; relieved 21 May 2012) 
pointed 27 September 2010; relieved 21 May 2012) 
appointed 29 September 2010; relieved 21 May 2012) 
BG William Dufly (appointed 21 May 2012) 


[~1 . indicate In an Inclosure the lime each session began and 
The following persons (members, respondents, counsel) were 


The following persons (members, respondents, counsel) were absent: (Include brief explanation of each ebsence.) (See pares 5-2 end 5-Se, AR 15-6.) 


The (investigating officer) (board) finished gatherlng/haarirg evidence at 
and completed findings and recommendations at 


1800 

(Time) 


30 May 2012 

luate) 


1800 

f Time) 


31 May 2012 

(Date) 


SECTION III - CHECKLIST FOR PROCEEDINGS 

A. COMPLETE IN ALL CASES 

YES 

NO- 1 / 

NAP 

1 

Inclosiires fpara 3-15, AR 15-6) 

Are the folbwlr g Inclosed and numbs red consecutivel y with Roman numerals: (Attached in order listed) 

is 



a. Tne letter of appointment or a summary of oral appointment data? 




b Copy of not ce to respondent, il any? (See Item 9, below) 

11 

1 


o. Other corresponded ce with respon dent or cou nsel if any? 

! 

I 

X 

d. All othe: written communications to or from the appointing authority? 

u 

i 1 


a Privacy Ac: Statements (Certificate, if statement provided o rally)? 

11 

1 1 


f, Explanation by the Investigating officer or board of any unusual delays, difficulties, Irregularities, or other problems 
encountered (e g, absence of material witnesses)? 

iX 

r 

rj 

g. Information as to sessions o f a formal board not included on page 1 of this report? 

TT 

1 i 

TT 

h. Any othar significant papers (other then evidence) relating to administrative aspects of the Investigation or board? 

i 1 

TT 

TT 

rUU 1 NO f fci: U bxptoln aH negative answers on an artacnod snoot. 

2 L Use of the N/A column constitutes a positive representation that the circumstances described in the question did rot occur In this investigation 
or ooard. 9 
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Exhibits (pare 3-16, AR 15-S) 


a Are all Hems offered (whether or not received) or considered as evidence Individually numbered or lettered as 
exhibits end attached to this report? 

b Is an Index of all exhibits offered to or ccnslda red by Investigating oftcer or board attached oeforo the first exhibit? 

c. Has the lesllmony/statement of each witness bee n recorded verbatim or been reduced to written form and attached as 

an exhibit? _ 

d. Are copies, descriptions, o r depictio ns (if substituted for real or documentary evidence) properly^uthentlcated and Is 

the location of the original evidence indicated? 

e. Are descriptions or diagrams Include d of locations visited by the Investigating officer or board (para 3-66, AR 15-6)? 

f. Is each written stipulation attached as an exhibit and Is each oral stipulation either reduced to writing and made an 
exhibit or recorded in a verbatim record? 

g. If official notice of any matter was taken over the objection of a respondent or counsel, is a statement of the matter 

of which official notice was taken attached as an exhibit (para 3-16d, AR 15-6)? 

3 Was a quorum present when the board voted on findings and recommendations (paras 4-1 and 6-26, AR 15-6)? 
a COMPLETE ONLY FORFORMAL BOARD PROCEEDINGS (Chapter 5, AR 15-6) 


At the initial session, did the recorder read, or determine that all participants had read, the letter of appointment (para 6-36, AR 15- 
Was a quorum present at every session of the board (para 5-26, AR15-6)? 


Was each absence of any member properly excusod (para 5-2e, AR 15-6)? 


Were membe rs witnesses, reporter, and interpreter sworn, if required (para 3-1. AR 15-6)? 


8 If any members who voted on findi ngs or recommenda tions were not present when the board recei vad som e evidonco, 
does the Inclosure describe how they familiarized themselves with that evidence (para 5-2 d, AR 15-6)? 


C. COMPLETE ONLY IF RESPONDENT WAS DESIGNATED (Section II, Chapter 5, AR 15-6) 


9 Notice to respondents (para 5-5, AR 15-6): 

а, Is the method end date ol dollvory to tho respondent Indicated on each letter of notification? 

б. Was the date of delivery at loast live working days prior to the first session of the board? 
c. Does each letter of notification I ndicate _ 

(t) the date, hour, and place of the first session of the board coneemin g that respondent? 

(2) the matter to be Investigate d, including specific ailega lions against the respondent, if any? 

(3) the respondent's rights with re gerd to counsel? 

(4) the name and address of each witness expected to be called by the recorder? 

(5) the respondent's rights to be present, present evidence, and call witnesses? 
of. Was the respondent provided a copy of ell unclassified documents In the case file? 

8. If there were relevant Classified materials, wore the respondent and his counsel given access and a n opportunity to examine them? 

10 If any respondent was designated after the proceedings began (or otherwise was absent during pari of the proceedings■): 

а. Was he properly notified fpara 6-5, AR 15-6)? 

б. Was record of proceedings and evidence received In his absence made a variable for examination by him and his counsel (pate s- 
Ti" "Counsel - JparaT^ARlSP): 

a. Was each respondent represented by counsel? 

Name and business address of oounsel' 


i rreurraiirfyil 


i-Ic.AH 15-S)? 


(If counsel Is a lawyer, check here I j ) 


b Was respondent's counsel present at all open sessions of the board relating to that responds nt? 


c. If military counse was requested but not made available, is a copy (or, if oral, a summary) of the request and the 
action taken on it included In the report (para 6-66, AR 15-6)? 


12 If the respondent challenged the legal adviBoror any voting member for lack of Impartiality (para 5-7, AR 16-6): 
a. Was the challenge properly denied and by the appropriate officer? 

6 Did each member successfully challenged cease to participate In the proceedi ngs? 


Was the respondent given an opportunity to (pars 5-6a, AR 15-6): 


a. Be presen! with his counsel et all open sessions of the board which deal with any matter which concerns that respondent? 


6 Examine and object to the Introduction of real and documentary evidenca, Indud Ing written statements? 


c. Object to Ihe testimony of witnesses and cross-examl ne witnesses other th an his own ? 


d. Call witnesses and otherwise In troduca evld ence? 
e Testify as a witness? 


f. Make or have his counsel make a final statement or argument (para 6-9, AR 15-6)? 


t4 If requested, did the recorder assist lha respondent In obtaining evidence In possession of the Government and In 
arranging for the presence of witnesses (para 5-86, AR 15-6)? 


IS Are all of the respondent's requests and objections which were denied indicated in the report of proceedings or In an 
inclosure or exhibit to it (para 5-11, AR 15-6)? 

FOOTNOTES: U Explain all negative answers on an attached sheet. 

2i Use of the N/A column constitutes a positive representation that the circumstances described in the question did not occur In this investigation 
or board, 
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____ SECTION IV- FINDINGS (pare 3-10, AH IB-4) 

The (Investigating officer) (board) , having carefully considered the evidence, And*; 

See Attached report of Investigations issues 1-17, additional issue 1 - additional issue 8, 


_ SECTION V- RECOMMENDATIONS (pan 3-11, AR IBS) 

In view of the above findings, the (Investigating officer) (board) recommends: 

see attaohed. 


Page :j of ■> pages, UA Form \i/4, Mar is 83 apd pe vi.so 
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_ SECTION VI. AUTHENTICATION (para 3-<7, AR td.fij _ 

THIS REPORT OF PROCEEDINGS IS COMPLETE AND ACCURATE. (If any voting member or tha recorder foils to sign ham or in Section VII 
below, Indicate the reason In the space where his signature should appear.) 



SECTION VII • MINORITY REPORT (pare 3-13, AR IM) 


To tho extent indicated In Inclosure , the undersigned do(ea) not concur In the findings and recommendations of the board. 

(In the indosura. Identify by number each finding and/or recommendation in which the dissenting member(a) doles) not concur. State the 
reasons far disagreement. Additlonal/aubatitute findings and/or rocommondalions maybe Included In the inolosure.) 


(Member) (MemOei) 


___ SECTION VIII ■ ACTION BY APPOINTING AUTHORITY (pit* 2-3, AR 10*) _ 

Tho finding* and recommendation* of tha (invosligoling officer) (board) are (approved) (disapproved) (approved with following exceptions/ 
substitutions). (If the appointing authority returns tho procoadings to the Investigating officer or board for further proceedings or 
corroctivo action, ollacli that cotmsponilonca (ore summary, if oral) as a numbered Inolosure,) 

See attached continuation sheet. 
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Continuation of Section VII, Action by Appointing Authority, Report of 
Proceedings by Investigating Officer/Board of Officers, DA Form 1574, 
assignment, security clearance history and actions in authoring a book of 



I approve the Investigating Officer's (10) findings, specifically the findings and analysis 
for report of investigation issues 1-17 in accordance with the list of issues 
accompanying the memorandum of appointment, dated 27 September 2010, and the 
findings and analysis of additional issues 1-8 are approved. 

I approve the 10's recommendations. Recommendation Id and recommendation 6 will 
be forwarded for action as appropriate. 


/ J (sf A/jL 2 -— 

Date 
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DEPARTMENT OF THE ARMY 
HEADQUARTERS, UNITED STATES ARMY RESERVE COMMAND 
4710 KNOX STREET 
FORT BRAGG, NC 28310-5010 


REPLY TO 
ATTENTION OF: 


AFRC-JA 


1 June 2012 


MEMORANDUM FOR Director of the Army Staff, 1000 Army Pentagon, Washington, 
DC 20310-1000 


SUBJECT: Conduct of AR 15-6 Informal Investigation 

1. Reference memorandum, Director of the Army Staff, DACS-ZD, 24 Sep 10, 
subject: Direction to Conduct an Informal AR 15-6 Investigation. 



4. The point of contact is | 
Jus.army.mil. 


Staff Judge Advocate, at 910-570-8139 or 


2 Ends ^KiACK C. STULTZ 

1. Findings and Recommendations ^HlJeutenant General, US Arjfiy 

2. GO Memoranda of Reprimand ^™Commanding 
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ISS UE 7: TO WHAT EXTENT WAS THE 94 th DIV CHAIN OF COMMAND AWARE 
OF BOOK WRITING ACTIVITIES? BE SURE TO ADDRESS THE 

foTOwing^^^ 


ISSUE 7A: IDENTIFY TH E OFFICIALS OF THE 94 th DIV CHAIN OF COMMAND 
WHO WERE AWARE OF WRITING ACTIVITIES? 


FINDING 7A: The following members of the 94 th DIV chain of command were aware of 
writing activities: 1 


• BG Mark W. Corson, the former Commanding General, 94 th DIV; 


• BG Karen LeDoux, the current Commanding General, 94 th DIV; and 


• the former Assistant Division Commander, 94 th DIV. 

ADDITIONAL FIN DING 7A: The following additional members of the 94 th DIV staff 
were also aware writing activities: 2 





, the Staff Judge Advocate (SJA), 94 th DIV; 





, the Deputy G3, 94 th DIV; and 





, the Secretary of the General Staff (SGS), 94 th 


DIV. 


ISSUE 7B: WHAT WAS THE U NDERSTANDING OF SUCH OFFICIALS AS TO THE 
NATURE WRITING ACTIVITIES (I.E. WHERE, WHEN, AND 

ho wB wa^esearching, writing, editing, and obtaining reviews 

OF^^OOK)? 

FINDING 7B: The officials identified inresponseto Issue 7A, above, had varied 
degrees of understanding regarding writing activities, as set forth in the 

following analysis. 


ANALYSIS 7B: 

BG Corson: BG Corson had four or five informal conversations with 



had written a book, butlj 
Scl 


the current Assistant Division Commander for the 94 th DIV, was also aware 

„th 


was not assigned to the 94 DIV until March 2010. 
writing Activities was extremely limited (Exhibit 117). 

the Deputy Staff Judge Advocate for the 94“ 

the Assistant Operations Off icer of the 94 th Div, were also aware of writing activities; 

however, their knowledge writing activities was extremel^imitea (Exhibits 120 and 123). 
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regarding■ book 3 (Exhibit 114, p. 11). During those conversations, led 

BG CorsorHo believe thatH was working with officials at the U.S. Army Reserve 
Command (USARC) to obtain the appropriate clearancesbecause “whatB was doing 
was classified” 4 (Exhibit 114, pp. 9-11). In addition, led BG Corson to 

believe that^ writing activities occurred “on^ civilian employ” (Exhibit 114, p. 10). 


BG LeDoux: BG LeDoux knew that 

manuscript and providing 




im teec 


Jand 
jack, bu 




were reviewing 
not review the 


manuscript herself, and she did not have any significant discussions with | 
regarding the book until June 2010 (Exhibit 115, pp. 12-17). 



knew that 

ghostwriter to help^H write H oook. 5 In tac 
mail on 15 March 21)08, 6 in which ^ advised 
and make a recommendation, on a ghost writer for 



was plan ning to use a 

sent^ri^^^^^H an e- 

thatJTnacn^creen , 
book (out of a group of resumes 


3 These conversations likely occurred between September 2008 and August 2009 whe n BG Corson was 
the Commander of the 94 th DIV (Exhibit 114, p. 3). In® 22 December 2010 interview, B 
indicated® talked to BG Corson “about the book as irnas going along, periodically, jus^oounne 
progress”H!nd that® told BG Corson: “I’ll be doing the book. I will work with your chain of command to 
clear the book” (Exploit 71, p. 144). 


4 InHj 22 December 2010 interview,H^HHH denied that® told BG Corson that® was working 
with uSARC on security issues regaralngJjmjooK (Exhibit 71 jp. 144). 


ghostwriter 



described the roles of the ghostwriter and the author 


Yeah, I’ve done it—I’ve done five book, and my job is to uh, write the 
autnor^^neyre called, I’m the writer, they’re the author, uh, story as the author sees 
the story, at the same time giving it more of a panache, giving it a flair, building a 
narrative while not departing from the facts of the story. 

Okay. And when you say the author, then what does the 
autno^^an^nl^^ust in theory, we’ll-we’ll talk specifics, but what does the author 
then--what is their role? 

^^^^^J^Uh--they’re the-they’re the expert. Uh-they provide the information. I 
ao^l^utsld^esearch as much as possible on LexisNexis, uh other interviews because 
often an author who is not experienced with writing a book doesn’t know to provide a lot 
of the information that I need to build a portrait whether it’s, I don’t know any kind of 
details with the physical environment you know. Often, they don’t think in those terms so 
I provide whenever I can. I provide outside information. 

(Exhibit 130, p. 3-4). 

6 This e-mail pre-date s the e-mail disc ussed in I ssue 7C, bel ow, by almost a year (Exhibit 121). As a 
result, itappearsthat|m®®H® knew that^^l^^J was planning to write a book at least a year 
before on!c!aH^TOtmecn3G Corson an^tnenriembers of the 94 th DIV thatf had accepted 

a contracn^^a 

2 


8 / 26/2019 


000061 






IH agent provided) by Friday for a Monday meeting with the prospective publisher” 7 
(Exhibit 84). COLStricklandalso knew that^J^HM was conductingalegal and 
ethical review manuscript, ana^^laimed that|^H^H “conducted a 

security review aun^am^ime” 8 (Exhibit 79, pp. 20-22; ExhibiH24^^ 


apparently told^^^^J thatHbegan writing the book in 
February 2007 (Exhibit 171); however, B^ls^old that a ghostwriter did all 

theresearch and wrote95% of the booK (Exhibit 86^^16^39, 43, and 99). Finally, 
told that all the information in the book was unclassified and had 

come from open sources (Exhibit 86, pp. 54, 58, 75, 97, 99-100, 108, 113). 


luring his own time," but 
(Exhibit 118). In addition' 
res earched the book , but I 

review^Hh^Jook ^ 
sort of a PAO review on it 


wrote H book “at home and 
actu< 


believes that_ 

“did not know wFen^^^^^H actually wrote the book 

did not Kno^ wnerB, when, o r how^^m 
generally understood thatHH|^^^| book was about 
(Exhibit 11 S^wlTruB spect to obtaining 
stated: “I believe had JAG and some 

cannot recall the exact specmc^rnnat. I also believe the 


ADC of the 94 reviewed the book” (Exhibit 118). 


believes that 


“wrote ■ book at home from 
the fall of 2007 through mid 2009,” butH did not know where, when, or how 



‘I 

"iibil 


researched the book (Exhibit 119). With respect to obtaining reviews of the 


300 k, stated: “M 

reviewed by the 94 DIV JAG, 
the review entailed” (Exhibit 11 


understanding is that 



had his book 


I do not have any understanding of what 


advised■■■ in an e-mail, dated 27 December 2009, thatH ghostwriter 
“perTorme^a great deaRHn^ndependent research to show that^H is no classified information within 
the pages of the book in that there are original sources of the infomiafion in existing unclassified 
sources...” (Exhibit 146). 


manuscript because 
conduct a security rel 


insisted throughout 
9 did not 
■Vie 


■ 

oeln 


interview that I 
ilieve that a sec] 
Tiew, and “[t]he responsibilii 
information in [the] book [fell] solely on 

58-59, 64-68, 82, 91, 95, 104). In addition:_ 

10 December 2009thatH was only doing an ei 
Nevertheless^^^B^Taamitted thatH 
brought toHHHnittention out of anra 
raise themTfcxhiDiu36, pp. 58-59, 64-68). 


did not conduct a security review of 


irity review was required,! 
to determine whether or i 


was not qualified to 
iot [there was] classified 


[shoulders” (Exhibit 86, pp. 53-55, 


specifically told[ 
anuscript (Exhibit: 


asserted that 
ical review of the 
identified 33 “security concerns" during 
abundance of caution,” and because^ 


on 


P- 


review that 


thought® had aduty to 




did not select^^^^^f as H ghostwriter until sometime October 2008 (Exhibit 130, 


10 ln B 22 December 2010 interview,repeatedly denied that^ book contained classified 
information and stated: “If information i^^n^pen domain and someon^icks it up and uses it in the 
context of a book, I do not believe that’s classified...” (Exhibit 71, p p. 124-126; 13 0-132; 138-139; 142; 
223-225; 316-317). See Issue 11F for a discussion regarding why argument is invalid. 


3 
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ISSUE 7C: WHAT WAS THE UNDERSTAND ING OF SUCH OFFICIALS AS TO THE 
SUBSTANCE OF THE BOOKWAS WRITING? 


FINDING 7C: The officials identified in res ponse to Issue 7A, above, had various 
understandings regarding the substance of book, as set forth in the 

following analysis. 



ANALYSI^7C : On 17 March 2009,| 
which stated, in part: 


sent BG (then |_ 

an e-mail message regarding! 



book, 


11 


This is to notify 
book based on 


tance of a contract to produce a trade 



The is: is the 

publishing house an^ne^Tav^^noTTontr^eaalin^onn^oors 
completion.... 


The focus will be on my duties while serving as (sic) on the 

from summer to winter 



the events and accomplishments described in the narrative will be 
ie focus of the book...and since the narrative is unclassified, we plan to 
stick to information that is in the narrative and/or already in the media and 
other unclassified sources. 


I will reveal no actual operational locations or sensitive tools, techniques 
or procedures. 


***** 




I will be writing the book as a 

■ ]- but according to Army - Kegulation 03U-1, UPStc, 19 Apr u/, the 
must be reviewed prior to publication. Para 2-1 .g provides guidance 
on this issue and stipulates my supervisor and command OPSEC officer 
review before publications.. .we do not have an OPSEC officer yet, but I 


wor 


plan to work with 
properly reviewe 



on this issue to make sure that my work is 
prior to publication.... 


(Exhibit 121). 


_I were “courtesy copied” on the e-mail, which was 

Exhibit 121). 


4 
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BG Corson: BG Corson 



enerally understood that| 
(Exhibit 114, p. 4). 


book was about 


BG LeDoux : BG LeDoux did not review | 
have any significant discussions with I 


manuscript, and^| did not 
regarding the book until June 2010 


(Exhibit 115, pp. 12-171. Therefore, she was not very familiar with thesubstanceof the 
book prior to that time. 2 She was, however, aware of the fact thatHHimand 
j|Kim had identified several items of concern in the manuscript(ExniDi^n5^p. 



ra 11 y understood that|HHH^| book was 

consiaere^n^ook to be a wo^oHiction 
because it was written by a ghostwriter and events, locations, an d names w ere 
allegedl^hanged 13 (Exhibit 86, pp. 16, 39, 43, 46, 64, and 99). also believed 

that|^^|^^ and || ghostwriter used only unclassifiedinforr^^^^ma open 
sources to write the book based onl conversations (Exhibit 86, pp. 

54, 75, 97, 99-100, 108, 113; Exhibimi). 



has not read 
t pl experiences 



told him 
xhibit 


12 BG LeDoux testified as follows regarding her discussions with^^^^^f after June 2010: 

10 [MG ARNOLD]: Did you ever have any discussions with^^^^^^^J regarding the 
contents of the book, whether it was classified information omo^^m^words to that 
effect? 

[BG LE DOUX]: When the allegati ons cam e out, it was -- he said it was all open source 
stuff and I talked to him, I said, wellHJRt may be open source but somebody with your 
background and experience, even tnougn it’s open source what that does is it would 
validate that it is classified. 


10 [MG ARNOLD]: When did that conversation take place? 

[BG LE DOUX]: That was after the DIA memo came down through DA. I said that’s 
where I think the problem is, is that somebody with your background and experience 
regardless of whether it’s open source it then validates it. The fact that it’s out there in 
the open domain doesn’t necessarily mean that it’s not classified or classified but when 
you put it altogether. 


(Exhibit 115, p. 25). 



conceded that 



never told that the book was a work of fiction (Exhibit 86, pp. 


5 


8 / 26/2019 


000064 









understood thatl 
work” that contained “recollections or memoirs 


book was a “biographical 
I] experiences! 

ri9). 



ISSUE 7D: HOW AND WHEN DID SUCH OFFICIALS LEARN OF 
WRITING ACTIVITIES? 


FINDING 7D: The officials identified in response to Issue 7A, above, learned of 

writing activities at various times, as set forth in the following analysis. 


14 


ANALYSIS 7D: 


BG Corson : officially notified BG Corson ofj writing activities in the 

17 March 200^^riaiH!Jiscussed in respons e to Issue 7C, above (ExhibrM2T 
However, BG Corson first became aware of intent to 

een when 


sometime 

in September 2008 and the end of that year 15 (Exhibit 114, pp. 3-4). 




BG LeDoux: BG LeDoux heard a 


reference to 


_ passing 

BG Corson’s farewelldinnerin July 2009™ (Ex hibit 1157 
briefly discussed book with both \~ 


were reviewing the manuscript 7 (Exhibit 115, pp. 12-13). 


_book during 

). 12). In additiorrBG LeDoux 
and when they 


officially notified COL Strickland of^ writing activities in 
the 17 Ma rch 2009 e-mai l discussed in r esponse to Iss ue 7C, above (Exhibit 121). 
However, firs t lea rned of intent to write a book in March 

2008 an e-maiMr^hic^B stated thatH ' had to screen. 


Maron of 2009 


indicated inH 22 December 2010 interview thatH had “no recollection” of telling anyone 
aboutH bo ok prior toH e-mailH sent to BG Corson and|^| members ofHf staff in 
Jared that jTwas “sure that H woulcuiave talked about 
^). H was also “sure Hi mentioned it to| 
cPtol 


in 

March of 2009; however, H a l so indicated that 
conversat ion in some instances” (Exhibit 71, p. 

that H was negotiating a book deal” an< 
i^abi 


told him that ■ was going up to New 


M 


in casual 


:o meet 


with a publisherabouta book” (Exhibit71, p. 91). 


15 


This timefram e is consistent 
indicated that 

arartm^KTianuscript about® experiences in 
16 BG LeDoux overheard BG Corson wish 




11 May 2010 e-mail to BG LeDoux, in which 
G Corson and him thatH was in the process of 

” (Exhibit 124). 

good luck on® book (Exhibit 115, p. 12). 



17 


Although BG LeDoux did not indicate w hen these discussions took place, they likely occ urred in late 
2010 or early 2011 base d on the fact tha t^^^^H completed® review manuscript on 

20l(nExbibits 


26 December 2009, and I 


completed® review on 4 January : 


Sits 151 and 171). 
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and make a recommendation, on a ghost writer for |! book (out of a group of resumes 
■I agent provided) by Friday for a Monday meeting with the prospective publisher” 18 
(Exhibit 84). 


officially notified ofH writing activities in the 

^^ Marcr^OO^ ^riaiRliscussed in respe^^^^^ueTc, above, and that is the first 
time|^^^H recalled hearing about writing activities (Exhibit 86, pp. 

13-14^xh!b!t121). 



aboutg writing activities 





e-mail 
indicated in 


officially notified 
Fscussed in response to 


writin 

conversation with 


activities sometime in the fall o 




of! writing activities in 
above. However, 
sworn statement that ■ first became aware of 


through casual 


about their deployment experiences (Exhibit 119). 


ISSUE 7E: HOW AND WHEN DID SUCH OFFICIALS LEARN OF 
EFFORTS TO HAVE |/.| BOOK COMMERCIALLY PUBLISHED? 


FINDING 7E: The officials identified in response to issue 7A, above, learned of 

efforts to have! book commercially published at various times, as set 
foriMrHn^oJlowing analysis. 


ANALYSIS 7E: 


BG Corson : lj|^!!| officially notified BG Corson was the 

publishing hous^onjWDook in the 17 March 2009 e-mail cfiscussecnrH^sponse to 

Issue 7C, above. However, BG Corson also had four of five informal conversations with 

20 - — 


regarding the book, during which told BG Corson that | 

was “working with...a publishing house to get [his] book written” (Exhibit 114, pp. 
10 - 11 ). 


indicated inH 30 November 2010 interview that 
writing activities in March 20l0j!>ut it appears from the transcript th. 
investigating officers were all confused regarding the exact date 
"1 writing activities (Exhibit 79, pp. 68-70). 




learned about] 

and the 
earned about 


indicated in|| sworn statement that| 
activities in the Tall of 2007; however, it is likely thatl 

was not assigned to the 94 th Division unf!T 
that time (Exhibits 45, 48, and 119). 


first became aware ofn^JgjgH writing 
meant the fal m^OO^ecause 
and^^^^^^H did not know him prior to 


20 These conversations likely occurred between September 2008 and August 2009 when BG Corson was 
the Commander of the 94 th DIV (Exhibit 114, p. 3). 
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BG LeDoux : _ 

2010 timeframe. 


was alread 


told BG LeDoux that^ book was “coming out” in the June 
However, as discussed in response to Issue 7D, above, BG LeDoux 



addition, 
made the' 


had written a book based on her discussions with 
regarding the manuscript (Exhibit 115, pp. 12-14). In 
sent BG LeDoux an e-mail, dated 17 June 2010, in which E 
ollowing comments regarding the book: 


As to the book - it is done and in print and is being distributed by the 
publisher already...the formal release date, as I understand it, is simply 
when it is put on the shelves of the book stores and is made available on 
line... 


Any “changes” are now, at this point, beyond (sic) my control...it is no 
longer ‘my’ book - the moment I provided them the memo required by 
OPSEC and the legal review, they moved out and it has been on auto-pilot 
since March. 


(Exhibit 125). 



officially notified ■■■■■^fthat 

was the publishing house torH book in the 1~^Maror^00 ^^mail discusse 
response to Issue 7C, above. However, first learned of 

efforts to have^ book commercially puDlisne^rTOarcn 2008 when 
IU an e-mail in whi ch B stated thatH “had to screen, a nd m ake a recommen 
on a ghost writer for book (out ol^i group of resumes HB agent provided) by 
Friday for a Monday meeting with the prospective publisher^Exhibit 84). 



sent 



pubiisning house tor 
Issue 7C, above (Exr 


officially notified that 

book in the 17 Marcr^OOO e-mai 
it 86, pp. 13-14; Exhibit 121). 



was the 
in response to 


^■[^^^mi^t 0 ldHHm that m was working with a publisher 
aunn^n^umme^^OTO 51 (Exmoi^M8^^ 


officially notified that^^^^^^^^H was 

Tn^uDlisnin^TOLis^o^ Jjook in the 17 M arcr^OO^^nail discussecnrwBsponse to 
Issue 7C, above. Howevei^^^^^^MBBhndicated in|| sworn statement that 

told him and ^^^^^^^nnatH had obtained a publisher for H book 
ancma^eeking an advanc^minn^n office conversation in either late 2008 or early 
2009” (Exhibit 119). 



indicated that 

dook in either late 2008 or early 


swor n statement is contrary to sworr 

told him and^^^^^^^natH 
o^arl^009 (Exhibit 119^^^^^ 


sworn statement, in which 


had obtained a publifGprfor 
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ISSUE 7F: DID SUCH OFFICIALS HAVE ANY INFORMATION ABOUT UH| 
■HHM PROVIDING MANUSCRIPT COPIES OFH BOOK TO PUBU5HERS OR 

ageTTT^n^ efforts to get it published” 

FINDING 7F: ^^^^^Hprovided a copy ofH manuscript who is 

an editor with prior to 29 October 2009^noweve^nost of the 

officials identif ied in response to Issue 7A , above, had only limited information regarding 
interaction with^^^m or agents in^ efforts to get^ manuscript 

puDMsnec^^ 


ANALYSIS 7F: 




sent 
indicated that 


Jovem 

asked Mwhether 


comple 



On 29 October 2009, 
an e-m ail, in which 

rovided feedback regarding the book 
provided a copy of this e-mail to 
wanted to “review the final manuscript with the changes to 



and | 
had read the 


I ghostwriter, 
irst draft of 
Exhibi t 169). 
and 



] classification review,” or whether was “comfortable completing 


review with the current manuscript” (Exhibit 169 


■ 


BG Corson : Exc ept as discus sed in response to Issue 7E, above, BG Corson had no 
information at)0ut ||^|H|H providing copies of^ manuscript to publishers or 
agents in^ effort^^en^ublished. 


BG LeDoux : Exc ept as discus sed in response to Issue 7E, above, BG LeDoux had no 
information about providing copies of^ manuscript to publishers or 

agents in || efforts to get it published. 


Except as discussed in response to Issue 7E, above, 
no information aboutHHHH providing copies of^ manuscrip 
or agents in H efforts to genH>UDlisned. 



o publishers 


sent 

2009 (Exhibit 169). Therefore 
already provided the first draft 



the e-mail from^^^^^f on 15 Novem ber 
was aware of the fact thatjm^P had 
manuscript toH publisher as onnaHisr^ 



manuscript copies ot 
(Exhibit 118). 


did not have any information about 
ook to publishers or agents in H efforts 



providing 
published 



23 In m 22 December 2010 interview, ■■■ claimed thatHdidnotprovide a copy ofB>] 
manuscript to^| publisheruntilFebruar^tm^merBreceive^^MMj^^J memorandum; 
however, the e-mail from^^^^^B clearly shows that^H^H^^roviaecn^opy of ■ manuscript to 
[|J publisher before the g^Ul^iaa completed its revie^txniDiwI, pp. 295-296). 


24 


The working title of 



book was 



(Exhibit 121). 
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Except as discussedinresponse to Issue 7E, above, 
not have any information aboutproviding manuscript copies of 
publishers or agents inH effort^^en^ublished (Exhibit 119). 



_did 

book to 


ISSUE 7G: WHAT GUIDANC E, IF ANY, DID ANY OFFICIALS OF THE 94 th DIV 
PROVIDE TO^^^^^H REGARDING ■ WRITING ACTIVITIES? 


FINDING 7G: 

in the following analysis. 
94 th DIV. Specificall 



received gu idance from officials of the 94th DIV, as set forth 
In addition, provided guidance to officials of the 

advised B( 

aFAR 530-1, Operational security, paragraph 2-ig, 
required supervisor and the unit’s OPSEC officer to reviewH book 2 ® (Exhibit 121). 



ANALYSIS 7G: 


regarding the possibility that 


BG Corson : BG Corson talked to 

manuscript co ntained class ified information (Exhibit 114, pp. 9-11). DuringThese 
conversations, assured BG Corson thatH was working with personnel at 

USARC to obtairnn^ippropriate clearances 28 (ExhiblriM, pp. 9-11). 


BG LeDoux : BG LeDoux did not provide any guidance to 
writing activities (Exhibit 115, p. 26). 


regarding 


In a memorandum for record (MFR), dated 4 January 2010, which 


subsequently provided to_ 

obvious security or legal issues in the DF 


indicated thatm “found no 
manuscript provided for review” 30 


25 ln| 22 December 2010 interview, ■■■■■ indicated that^| civilian attorney advised him “to 
approach ■] chain of command and aTTo^nerr Ho determine how to go about clearing the book” 
(Exhibit 7 “p. 98, 112, 119-120, 126-127, 217). ■■■■ also claimed thatH followed^ chain of 
command’s guidance “every step of the way” (Exhim^njDI^ 13, 119, 127, 129^ 

26 22 December 2010 interview, conceded thatf brought AR 530-1 toH unit's 

attention (Exhibit 71, p. 112), butH fatlecn^TTention relevant regulations, such as^Tregulations 
discussed in Issue 8 that govern H pre-publication review process and^ obligation to safeguard 
classified and controlled unclassified information. 


27 In | 22 December 2010 interview, ^HH^f^said that BG Corson advised him “[t]o follow the 
process that ■] was given to clear th^5ooH5^H] chain of command" (Exhibit 71, p. 115). 


28 


gross exa ggerated. 

contacted “at 
76, pp. 25-29). 


act ually claimed that 
nev« 



was “working with personnel at USARC,” ■ 
personally contacted anyone at USARC, anc 


I claim would be a 
he only person 


in the USARC Office of the Staff Judge Advocate 


29 The exact date^^^^^^^H provided the MFR to^^^^^H is not clear, but^^^^^H testified 
thatj^received tn^M^^r^anuary 2010 (Exhibit 71, ^296^^™ 

30 In his 30 November 2010 interview, admitted thatHdidnot have the education, 

training, or experience to determine wnefnenn^nformation book was classified, or to 

10 


8 / 26/2019 


000069 








(Exhibit 151). 


I interpose no objection 
)ublication 


then stated: 

on leaal or operational security grounds for the 



opinion] as guidance in your next step to publication of this manuscript. 

(Exhibit 151). I n addition, in an e-mail to BG LeDoux, dated 11 May 2010, 
provided the following summary of the guidance H provided 


...I mentioned to 
and legal reviews were cornp 


andleqalrev 


HI that UU 

5 were complete 


(sic) needed to ensure th at all the ethical 
ed as well[,] knowing what I - 


], that there was no seepage of classified information^] and 
was maintained. 32 


***** 


conduct the required reviews (Exhibit 79^^10^2-13,15, 73, 79-81, 89, 101, and 111). In addition, he 
admitted that he did nothing to verify |HHJ^Hclaimthat the information in the book was 
unclassif ied, other than to review thennK^hatBMHB^| and H ghostwriter provided to the “open 
sources”allegedly used to write the book (Exhibiw9jDp. 18*, 42-43, 47-48, 56, 60, 74-75, 77-80). 


31 In his 30 November 2010 interview, 

book, but he conceded that the 



ool 


denied that he and 
fwould not have been pu 




legal review (Exhibit 79, pp. 89-90). 


“approved" 
without his MFR 


32 In his 6 February 2011 interview, indicated that|^^^^^^was the one who 

approached him regarding the “requiremenHo^Heview,” and thatH|HHh providedhimwith “the 
regulation" (Exhibit 111, pp. 9-10). In addition, he reiterated the facnnani^alKed about 

the need to make sure that the information in the book was “all public knowledge” ancramio^^ 
operations” (Exhibit 111, p. 26). HowevecwherJ|was asked whether H advised 
o have DIA review the manuscript, |^^^^^^fsaid: 



... I—to be honest with you I may have, I may not. I do not remember if I did state 
something to that effect with him. In regards specifically addressing why are you-why 
ou going to address this with DIA? What I did specifically address with 
that I am doin g this and what we are doing in this process is 

based on what the regulation says. And I did say to 
ere may be other issues. Now, I have nothing in 
ling to say that, you know such as an e-mail or anything, but I believe I did say to BI| 
in a conversation duringthiswindow of November, December, January that what I just 
referred to about^^^j^HH that’s why-that’s-what I am doing is because of that. 
There may be otnenssue^naCor other wickets using that term. 



(Exhibit 111, p. 14-15). 
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...Upon reviewing the book[,] I providednumerous 
comments on what I determined to be possible issues and maybe 
considered] borderline OPSEC.... 33 

(Exhibit 124). 



(Exhibit 171). 



aware o 


believes that some guidance was given, but 
it 118). 


was not 


recalled a conversation in early 2009 “during which 
review of the manuscript needed to be completed before 
it could be published/’butMcould not recall the exact date of the conversation (Exhibit 
119^lnaddition, indicated thatH read “Chapter One” of the manuscript 

at reques HmcFoffered him som^r ank feedback regarding the manner in 

wnicru^wasn>ortrayed^^^^^^^^^^^H (Exhibit 119). 



33 In his 30 November 2010 interview,said that he “sat down withAHHH[after 
■completed ■ review of the manuscnpt^n^^^^ovei^ill of [the] issues that ■piacTOtruiim in 
regards to the Took as well as reviewing what^^^^^^f had done earlier in I believe the November 
window” (Exhibit 79, p. 72). 


indicated that this conversation took place during the April 2009 battle assembly (Exhibit 86, 



The provision in 

iat exempted manuscripts written by non-active duty members ot the Reserve Components 
from the review and clearance requirements outlined in the regulation was negated by DoDD 5230.09, 
paragraph 4f, which specifically requires “non-active duty members of the Reserve Components” to “use 
the DoD security review process to ensure that information they submit for public release does not 
compromise national security.” 
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ISSUE 7H: RESEARCH, WRITE OR EDITH BOOK WHILER| 

was in militarTOiT^^TOtus? 


FINDING 7H: conducted some of the research, writing, or editing of|j| 

book while ^ was in military duty status. 

ANALYSIS 7H: HHHHH admitted thatH was in a military status when| was 
working (Exhibit 71, p™49), and the following witnesses 

corroboratea^^^^^^H admission: 37 


with I 

||| concerns regarding the boot 
in a military duty status (Exhibit 


Relieves he “probably” discussed 
however, he actually met with 

P 



book 
tcTdiscuss 
was not 



does not believe that 


researched, wrote, or edited 


was on active duty (Exhibit 86, pp. 20, 35, and 94-95). However, 


did discuss the book with 


while 

37-42, 108; Exhibit 150, p. 73). 



on the telephone and at the 


wa^r^niTiTiTary duty status 38 (Exhibit 86, pp. 


yr|p 



testified as follows regarding this issue: 


Q [MG ARNOLD]: Were you in your military status at any time that you were doing any 
of the writing, editing, researching, or take any actions with regard to the publication of 
the book? 


A Yeah. 

th^vening^Yes^ sir. 



and I would work on them in 


Q [MG ARNOLD]: What, 




I was-l_ 

first year of 


ie organization of 


(Exhibit 71, p. 149). 

37 Several witnessesbelievedthat JHHHH wrote B^book “on JH own time”basedon their 
conversationswithBBm|, to maua^BG Corsoi^Exh ibit 114^5. (E xhibit 118), 

and^^^f^m^n^xniDi^nd). In addition, testified thatpTievenTte^ith |~ 

when|^wa^rujnirorm (Exhi bit 130, pp. 6 , 33^BoweveTnone of thes^itnesses had actual 
knowledge regarding whether^^^j^f researched, wrote, or edited ^ book while H was in a 
military duty status. 


38 1_ 

caflecrtoTa 
(Exhibit 86, 


testified that 
about the book because 
testified th"a 


more than likely.. 


when he 




occurrei 


iscussions regarding the book were 
{Exhibit 86 p. 20), and that at least one such 
(Exhibit 86, pp. 37). 


iscussion 
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ISSUE 71: Diommmmm RESEARCH, WRITE OR EDITH BOOK USING 
GOVERNMEN'n^ESOURCES OF ANY KIND, TO INCLUDE a7?OVERNMENT 
INFORMATION SYSTEM? 


FINDING 71: did not research, write or editH book using government 

resources. 


BG Corson : led BG Corson to believe thatH researched, wrote, and 

edited ^ bool^on^Jcivilian employ” (Exhibit 114, p. 10). 



no' 


did not spec ificall 
believe that 


addre ss this issue, but it reasonabl e to assume 

book 


using government resources sino 
(Exhibit 86; Exhibit 171). 



resources to research, write or edit 
on H book while in a duty status a 



had no knowledge of | 

book because! 


government 

work 



(ExF 

I using government 


had no knowledge of^h^^ 
resources to research, write or edit m book (Exhibit 119). 

ISSUE 7J: DID ANY OFFICIALS OF THE 94 th DIV VIEW OR READ ANY PORTIONS 


OF 
A P' 



BOOK/MANUSCRIPT PRIOR TO 
N REVIEW? IF SO, FOR WHAT P' 




SUBMISSION OF IT FOR 
OSE? 


FINDING 7J: Other than 
jortion of 


, no officials of the 94 th DI V viewed o r read any 

and 



manuscnp^nor toH submission of it to 
or a pre-publication review.^ 


ANALYSIS 7J: 


BG Corson : BG Corson remembers seeing the cover art for the book, but he does not 
believe he ever received a copy of the book, and he has not read it (Exhibit 114, p. 5). 


BG LeDoux: BG LeDoux did not read 


indicated that^ read 
to providing his review of it (Exhibit 79, pp. 12 and 43). 


manuscript (Exhibit 115, p. 13). 

manuscript prior 


was not specifically asked whether^ used government resources to research, write, or 
ealtljRooRuring his 22 December 2010 interview. 


40 In ||22 December 2010 interview, 
draft manuscript to anyone in the 94 th 
(Exhibit 71, pp. 111-112). 



indicated thatH 
I th TC, other th?n 


did not recall giving a copy of the 
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indicated thatH read^^^^^^H manuscript prior to providing 
p!|pBvie^onHExniDit 86, pp. 51 ana55). 

saw a copy book, but^ did not read it 



119). 

which 


read a portion of the manuscript that ^■■■■called 
requestjDutH| could not recall whenBKJic^c^Exhibit 
offered “frank feedback regardin g the manner in 

was] portraye^^^^^^^^^H^^^^tf^HExhibit 119). 
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ISSUE 8: WHAT RULES GOVERN THE PRE-PUBLICATION REVIEW OF 
SPEECHES, BOOKS, AND OTHER WRITINGS AUTHORED BY SOLDIERS? 

ISSUE 8A: IDENTIFY ALL DEPARTMENT OF DEFENSE (DOD) AND DEPARTMENT 
OF THE ARMY DIRECTIVES, REGULATIONS, AND POLICIES PERTAINING TO 
SUCH REVIEW. 

FINDING 8A: The following DOD and Army directives, regulations, and policies pertain 
to the pre-publication review of speeches, books, and other writings authored by 
Soldiers: 

1. Public Affairs/Public Release: 

A. Department of Defense Directive 5230.09, Clearance of DoD Information for 
Public Release, 22 August 2008; 

B. Department of Defense Instruction 5230.29, Security and Policy Review of DoD 
Information for Public Release, 8 January 2009; and 

C. Army Regulation 360-1, The Army Public Affairs Program, 15 September 2000 
(revised 25 May 2011). 

2. Standards of Ethical Conduct: 

A. 5 C.F.R. Part 2635, Standards of Ethical Conduct for Employees of the Executive 
Branch, March 2011; 

B. DoD 5500.7-R, Joint Ethics Regulation (JER), including Changes 1-6; and 

C. DoDD 5500.07, Standards of Conduct, 29 November 2007. 

3. Operations Security (OPSEC): 

A. Chairman of the Joint Chiefs of Staff Instruction 3213.01 C, Joint Operations 
Security, 17 July 2008; 

B. Joint Publication 3-13.3, Operations Security, 29 June 2006; 

C. Department of Defense Manual 5205.02-M, DoD Operations Security (OPSEC) 
Program Manual, 3 November 2008; 

D. Army Regulation 530-1, Operations Security (OPSEC), 19 April 2007. 
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4. Information Security/Classification Review/Nondisclosure: 

A. Executive Order (EO) 12958, Classified National Security Information, 17 April 
1995 (superseded by EO 13526, Classified National Security Information, 29 December 
2009); 

B. Department of Defense 5200.1-R, DoD Information Security Program, 14 January 
1997; 

C. Undersecretary of Defense (Intelligence) Directive-Type Memorandum 04-010, 
Subject: Interim Information Security Guidance, 16 April 2004; 

D. Defense Intelligence Agency Instruction (DIAI) 5400.300 (U), Prepublication 
Review of Information Prepared for Public Release, 18 August 2006). 

E. Army Regulation 380-5, Department of the Army Information Security Program, 

29 September 2000. 

ISSUE 8B: SET FORTH THE RELEVANT PORTIONS OF SUCH DIRECTIVES, 
REGULATIONS, AND POLICIES. 

FINDING 8B: The relevant portions of the above-referenced authorities and the 
manner in which they interrelate are described in Issue 8C, below. A copy of the 
relevant portions of each authority discussed is appended to this investigation report as 
Exhibit 327. 

ISSUE 8C: DESCRIBE HOW SUCH A REVIEW MUST TAKE PLACE. 
SPECIFICALLY, IDENTIFY WHO MUST REVIEW THE DRAFT WRITING, EXPLAIN 
THE NATURE OF EACH REVIEWER’S EXAMINATION, AND IDENTIFY WHO MUST 
FINALLY APPROVE THE SPEECH, BOOK, OR OTHER WRITING PRIOR TO 
PUBLICATION OR PUBLIC RELEASE. 

FINDING 8C: Pre-publication review of official DoD information is primarily controlled 
by DoD Directive (DoDD) 5230.09 1 and DoD Instruction (DoDI) 5230.29. 2 These 
authorities direct that “[a]ny official DoD information intended for public release that 
pertains to military matters, national security issues, or subjects of significant concern to 
the [DoD] shall be reviewed for clearance prior to release.” 5 Official DoD information 
includes “[a]ll information . . . acquired by DoD employees as part of their official duties 


1 DoD Directive (DoDD) 5230.09, Clearance of DoD Information for Public Release (22 Aug 08). 

2 DoD Instruction (DoDI) 5230.29, Security and Policy Review of DoD Information for Public Release 
(8 Jan 09). 

3 DoDD 5230.09, K 4b; DoDI 5230.29 4.a (emphasis added). 
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or because of their official status.” 4 

For certain types of official DoD information, release authority is expressly 
withheld to DoD level. These withheld topics are broken down into two categories: (a) 
“critical topics,” and (b) information “prepared by or for DoD personnel.” 5 

Critical Topics : DoDI 5230.29 specifies several “critical topics” for which release 
authority is withheld to DoD level. This category includes any official DoD information 
which “addresses ... or affects the operations security of. . . [military operations and 
significant exercises of national or international significance [or] intelligence.” 6 

Information Prepared By or For DoD Personnel : “DoD personnel” includes 
reservists who are (a) on active duty under Title 10 orders, or (b) “performing official 
duties, including while on inactive duty for training or while earning retirement points . . . 
or while engaged in any activity related to the performance of a Federal duty or 
function.” 7 The DoD information in question must also: (a) be (or have the potential to 
become) an item of national or international interest; 8 (b) affect national security policy 
or foreign relations; 9 and/or (c) address or affect the OPSEC of “intelligence” and/or 
“military operations ... of national or international significance.” 10 

A general pre-publication review obligation also extends to certain non-DoD 
personnel. “Retired personnel, former DoD employees, and non-active duty members 
of the Reserve Components shall use the DoD security review process to ensure that 
information they submit for public release does not compromise national security.” 11 
Also, even works prepared in a wholly private capacity must receive pre-publication 
review if they contain official DoD information implicating either “critical topics” or 
“information prepared by/for DoD personnel.” 12 


4 The full definition of “official DoD information” is: “All information that is in the custody and control of the 
[DoD], relates to information in the custody and control of the Department, or was acquired by DoD 
employees as part of their official duties or because of their official status within the Department.” DoDD 
5230.09, Glossary. 

5 DoDI 5230.29, Enel 3, f[ l.a-b. 

6 DoDI 5230.29, Enel 3, If l.b. 

7 DoDI 5230.29, Enel 3, If 1. 

8 DoDI 5230.29, Enel 3, jf 1.a(2). 

9 DoDI 5230.29, Enel 3, jf 1.a(3). 

10 DoDI 5230.29, Enel 3, l.a-b. 

11 DoDD 5230.09, jf 4.g (emphasis added). 

12 DoDD 5230.09,1f4.g. 
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Where release authority is withheld to DoD, the affected military department must 
conduct a preliminary internal review. 

All information submitted for [DoD] review must first be coordinated within the originating 
DoD Component to ensure that it reflects the organization’s policy position; does not 
contain classified, controlled unclassified, or critical information requiring withholding; and 
is reviewed for operations security .... 13 

The matter must then be forwarded to the Service Component Head (or his authorized 
representative), who must approve release before forwarding the matter to DoD for final 
action. 14 The authorized representative within the Department of the Army is the Chief 
of Public Affairs. 15 Assuming release is recommended by the Service Component, the 
matter is forwarded to the DoD Office of Security Review (OSR) for review and 
clearance. 16 

When release authority is not withheld to DoD, it is expressly delegated to the 
DoD Component Head. 17 Responsibility for review “may be delegated to the lowest 
level competent to evaluate the content and implications of public release of the 
information.” 18 This must include, as a minimum, both an OPSEC and information 
security review. 19 


Army Implementation / Public Affairs 

The primary Department of the Army regulation implementing pre-publication 
review is (AR) 360-1, The Army Public Affairs Program. 20 AR 360-1 (2000) notes that 
“[DoD] policy requires any official information intended for public release that pertains to 
military matters, national security issues, or subjects of significant concern to the DoD 


13 DoDI 5230.29, Enel 3, j] 2.a(3). 

14 DoDI 5230.29, Enel 3, j] 2.a(2). 

15 Army Regulation (AR) 360-1, The Army Public Affairs Program (15 Sep 2000), f[ 5-3. Note that AR 
360-1 was revised effective 25 May 2011. Unless otherwise specified, all citations to AR 360-1 herein 
shall be to the 15 September 2000 version (abbreviated AR 360-1 (2000)), as it was in effect at the time 
of the events under investigation. 

16 DoDI 5230.29, Enel 2, 4.b. 

17 DoDI 5230.29, Enel 2, f[ 4.d (“The Heads of the DoD Components shall . . . [e]xercise clearance 
authority” for information not subject to review by OSR). 

18 DoDI 5230.29, Enel 2, H 4.d. 

19 DoDI 5230.29, Enel 2, j[4.d. 

20 Note that AR 360-1 was revised in 2011, but the 2000 version was in effect at the time of the events 
under investigation; accordingly (unless otherwise noted), all citations to AR 360-1 herein are to the 2000 
version (abbreviated as “AR 360-1 (2000).”) 
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be cleared by appropriate security review and PA offices prior to release.” 21 The 
regulation does not specify detailed procedures for PA pre-publication review. 

However, presumably it would include a determination that the various requirements 
specified in the regulation have been met, and a responsibility to ensure the matter is 
forwarded to an appropriate release authority when local approval is not authorized. 

AR 360-1 (2000) expressly recites those topics whose release is withheld to 
HQDA and/or OSD, including the DoD-specified categories discussed above. 22 AR 
360-1 (2000) also requires that pre-publication examination include an information 
security review, 23 OPSEC review, 24 and policy review. 25 AR 360-1 (2000) also notes 
several specific subjects which require external coordination (including a requirement to 
coordinate with INSCOM regarding any potential release of military intelligence and 
security-related information). 26 Ultimate responsibility for these requirements lies with 
the affected commander, whose primary action officer and advisor regarding their 
fulfillment is the public affairs officer (PAO). 27 

AR 360-1 (2000) also contains specific guidance regarding pre-release review of 
manuscripts. Two parts of this guidance are particularly noteworthy, in that they plainly 
conflict with DoDD 5230.09 and DoDI 5230.29. Paragraph 6-6 of AR 360-1 (2000) 
states, in part, that “[mjanuscripts . . . by . . . members of the Reserve components not 
on active duty are not subject to review and clearance." 28 As discussed above, several 
provisions of DoDD 5230.09 and DoDI 5230.29 impose pre-publication release 
requirements that apply to reservists not on active duty. 29 AR 360-1 (2000) para 6-6 
also provides that 


41 AR 360-1 (2000), H 5-1. 

22 AR 360-1 (2000), H 5-3.a-b. 

23 AR 360-1 (2000), 2-3.d(5), (10); 5-1; 5-4. AR 360-1 (2000) 5-4 indirectly states this requirement in 

its injunction that “[safeguarded information will not be . . . made available to unauthorized individuals.” 
“Safeguarded information” is defined elsewhere in the regulation to include “[dfefense information 
requiring protection under. . . AR 380-5” - i.e., classified information. AR 360-1 (2000) 

24 AR 360-1 (2000), f[ 5-4.a. 

25 AR 360-1 (2000), H 5-4.b. 

26 AR 360-1 (2000), U 5-3.c(5). 

27 AR 360-1 (2000), 1-5; 2-4.a, c. Among the commander’s specified responsibilities are “not 

releasing] information that would adversely affect national security” and “[p]rotect[ing] information 
classified in the interest of national security under AR 380-5.” AR 360-1 (2000), If 2-3.d(5), (10). 

28 AR 360-1 (2000), If 6-6.d (emphasis added). 

29 The clearest of these is DoDD 5230.09’s sweeping injunction that “non-active duty members of the 
Reserve Components shall use the DoD security review process to ensure information they submit for 
public release does not compromise national security.” DoDD ff 4.f (emphasis added). Other security 
review requirements that would apply to reservists include (a) the general policy in DoDD 5230.09 stating 
that “[a]ny official DoD information intended for public release that pertains to military matters, national 
security issues, or subjects of significant concern to the DoD shall be reviewed for clearance prior to 
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Unofficial materials do not require clearance. These include materials produced on 
personal time, using personal equipment and open sources. Unofficial letters to the 
editor, book or similar reviews, and works of fiction (to include those based on real 

30 ' 

events) do not need clearance. 

DoDD 5230.09 clearly states that even materials prepared in an unofficial capacity must 
be submitted to OSR for pre-publication review, if they contain official DoD information 
falling within the categories described in DoDI 5230.29. 31 The provisions of AR 360-1 
(2000) purporting to exempt Reservists and unofficial materials from review were invalid 
to the extent that they conflicted with DoDD 5230.09 and DoDI 5230.29. 32 This 
inconsistency should have been apparent with even cursory research, considering that 
DoDD 5230.09 is expressly referenced in AR 360-1 (2000) not less than three times. 33 
In particular, the very first paragraph of the chapter titled “Release of Information” 
states: “See DODD 5230.9 for additional guidance.” 34 

As noted above, DoD policy and AR 360-1 (2000) require pre-publication review 
of documents containing official DoD information, which must include (as a minimum) 
information security review, OPSEC review, and policy review. 35 Inherent in this 
requirement is an obligation to coordinate with other organizations whose input is 
needed to reasonably determine whether release of the information presents any risk - 
in particular the organization which originally generated the information being reviewed. 
This is apparent from DoDI 5230.29’s requirement that “[a]ll information submitted for 
review to OSR must first be coordinated within the originating DoD component” to 
ensure security, OPSEC and policy concerns are addressed. 36 Note also DoDI 
5230.29’s requirement that internal pre-publication review authority be delegated no 
further than “the lowest level competent to evaluate the content and implications of 
public release" 37 - which strongly implies that only those organizations able to assess 


release” (DoDD 5230.09 H 4.b); (b) the requirement for DoD-level pre-publication review of a manuscript 
containing official DoD information regarding “critical topics,” regardless of the military status of the author 
(DoDI 5230.29, Enel 3, U 1 .b); and (c) the required DoD review of certain types of information prepared by 
“DoD personnel,” which includes reservists on inactive duty for training (DoDI 5230.29, Enel 3, U l.a). 

30 AR 360-1 (2000), If 6-6.c. 

31 DoDD 5230.09, f[4.g. 

32 These inconsistencies were resolved in the 25 May 2011 revision of AR 360-1. 

33 AR 360-1 (2000), Iffi 5-1 and 6-1, and in the Glossary. 

34 AR 360-1 (2000), H 5-1. 

35 DoDI 5230.29, Enel 2, H 4.d; Enel 3, H 2.a(3); AR 360-1 (2000), 1ffl 2-3.d(5), (10); 5-4; AR 380-5, H 1- 
6.b; AR 530-1,H 2-1.g. 

36 DoDI 5230.29 Enel 3, H2.a(3) (emphasis added). 

37 DoDI 5230.29 Enel 2,1J 4.d (emphasis added). 
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the significance of sensitive information are able to adequately perform the required pre¬ 
publication review. These individual reviews - information security, OPSEC, policy and 
inter-organizational - will be discussed in further detail below. 


Information Security Review 

Within the Army, information security reviews are controlled by Army Regulation 
(AR) 380-5, which controls the safeguarding of classified and controlled unclassified 
information. 38 Under AR 380-5, ultimate responsibility for ensuring safeguarding of 
classified and sensitive information within each DA organization lies with its 
commander. 39 “The commander will . . . initiate and supervise measures necessary to 
ensure continual control of classified and sensitive information and materials.” 40 
Responsibility for carrying out such reviews lies with the Command Security Manager 
(CSM), who must “ensure proposed public releases on classified and sensitive 
programs be reviewed to preclude the release of classified information or other sensitive 
unclassified information and materials.” 41 Responsibility for preventing mishandling of 
classified and sensitive information also lies with the individual having access, and his 
or her supervisor. 42 “All DA personnel, regardless of rank, grade, title, or position, have 
a personal, individual, and official responsibility to safeguard information related to 
national security that they have access to.” 43 AR 380-5 does not lay out specific 
requirements for a pre-publication review, but implicit in the above-described duties is 
the requirement for a diligent review of the materials proposed for release by qualified 
personnel to determine whether they contain any classified or otherwise sensitive 
information. Assuming information in the document is classified, that status can only be 
properly assessed by the original classification authority (OCA) or a duly appointed 
declassification authority. 44 If the document at issue contains any classified information, 
it must be immediately safeguarded, and in the event of possible mishandling, an 
appropriate inquiry initiated. 45 


3B AR 380-5, U 1-1. 

39 AR 380-5, f[ 1-6.b. 

40 AR 380-5, U 1-6.b. 

41 AR 380-5, fl 1-7. 

42 AR 380-5, fin 1-8.f, 1-9. 

43 AR 380-5, H 1-9. 

44 AR 380-5, HU 3-1, 3-7. Information can also become automatically declassified after an amount of time 
specified by the OCA. EO 13526, jf 1.5. This time is normally no more than 25 years. EO 13526, jf 

1.5(b). If the OCA does not specify a time period for automatic declassification, a default time of 10 years 
applies. EO 13526, HI-5(b). 

45 AR 380-5, H 10-2, 10-3. 
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OPSEC Review 


Both DoD and Army policy require OPSEC review as part of pre-publication 
review. 46 AR 530-1, the OPSEC regulation, requires “[a]ll Department of the Army . . . 
personnel” to “[p]revent disclosure of critical and sensitive information in any public 
domain.” 47 This includes a responsibility to “not publicly reference ... or publish critical 
or sensitive information that has already been compromised as this provides further 
unnecessary exposure of the compromised information and may serve to validate it.” 48 
As part of this duty, Army personnel are required to “[k]now who their [servicing] 

OPSEC Officer is and contact them for questions, concerns or recommendations for 
OPSEC-related topics,” and also to “[c]onsult with their immediate supervisor and their 
OPSEC Officer for an OPSEC review prior to publishing or posting information in a 
public forum.” 49 As part of this review, “[supervisors will advise personnel to ensure 
that sensitive and critical information is not disclosed.” 50 Commanders are responsible 
for establishing and supervising all OPSEC processes in their units, to include pre¬ 
publication review, and are required to appoint OPSEC officers to carry them out. 51 
Only persons who have received requisite training may serve as OPSEC Officers. 52 
OPSEC officers are required to conduct a review of any products “related to U.S. 
Government or military operations, and other supporting programs, prior to release in 
the public domain.” 53 This review is normally carried out in conjunction with the public 
affairs review. 54 The purpose of OPSEC pre-publication review is to ensure that 
information to be released does not contain critical information or sensitive 
information. 55 “Critical information” is information important to the successful 
achievement of U.S. objectives and missions, or which may be of use to an adversary of 
the United States. 56 It may be, but is not necessarily, classified. 57 It is typically specific 

46 DoDI 5230.29, Enel 2 j[ 4.d, Enel 3 H 2.a(3); AR 530-1 H 2-1 .g. 

47 AR 530-1,H 2-1.c. 

48 AR 530-1,H 2-1.c(2). 

49 AR 530-1,H 2-1.g. 

50 AR 530-1, U 2-1.g(2). 

51 AR 530-1, IfH 1-8; 2-2.a(1); 2.2.c; 2-3.a.(1). 

52 AR 530-1, HH 2-3.a(2), 4-2.b. 

53 AR 530-1,H 5-1. 

54 AR 530-1,H 5-1. 

55 AR 530-1H 5-1. 

56 AR 530-1, H 1-5.b. 

57 AR 530-1, H 1-5.b(4). 
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to a unit or organization. 58 Among the specifically enumerated examples of critical 
information provided in AR 530-1 is “Intelligence.” 59 “Sensitive information” essentially 
refers to what is now broadly referred to as “controlled unclassified information.” 60 


Inter-Organizational Review / Coordination 

As noted above, DoD and Army pre-publication policy require security, OPSEC 
and policy reviews. 61 Therefore, a policy, security and OPSEC review generally cannot 
be carried out by an organization if the information at issue did not originate within that 
organization. Information is initially classified by an Original Classification Authority, 
who determines and documents the corresponding justification at the time of 
classification. 62 The classified status of the information is subsequently conveyed by 
appropriate markings. 63 During pre-publication review of unmarked, possibly classified 
information, the potential sensitivity of information will often not be apparent outside the 
organization from which the information originated. Similarly, the localized OPSEC 
concerns of a command or organization cannot be determined by review authorities at 
an entirely different organization and/or location. Finally, it is equally impossible for a 
reviewing organization to divine the policy position of an entirely different organization 
with regard to a particular item of information. Accordingly, conducting an adequate 
pre-publication review will frequently require coordination outside the organization 
where the author-Soldier is presently assigned. This is recognized in AR 360-1 (2000) 
by expressly requiring external coordination in several specified instances, to include 
pre-publication review by INSCOM of all intelligence or security-related information. 64 


58 AR 530-1, j] 1-5.b(7) (noting that critical information is typically recorded in a Critical Information List, 
which is specific to a unit or organization). 

59 AR 530-1, If C-10. 

60 DoDI 5200.01, DoD Information Security Program and Protection of Sensitive Compartmented 
Information (9 Oct 2008), Glossary; AR 530-1 If 1-5.c. 

61 DoDI 5230.29, Enel 2, H 4.d; Enel 3, H 2.a(3); AR 360-1 (2000), Iffl 2-3.d(5), (10); 5-4; AR 380-5, fj 1- 
6.b; AR 530-1,H 2-1.g. 

62 AR 380-5, Chapter 2. 

63 AR 380-5, Chapter 4. 

64 AR 360-1 (2000), If 5-3.c(5). See also AR 380-5 para 3-4.a, regarding the declassification of “other 
than Army” information (“Information classified by other U.S. Executive Branch agencies . . . will be 
referred to the originating agency," AR 380-5, If 3-4.a (emphasis added)); and AR 380-5 para 6-8 
regarding access to classified by non-Executive branch personnel (“Classified information can be made 
available to individuals . . . outside the Executive Branch provided that such [access] is necessary . . . and 
that such release is not prohibited by the originating department or agency,” AR 380-5, j[ 6-8 (emphasis 
added)). Determining whether to publicly release potentially classified information is clearly analogous to 
a decision to declassify and/or downgrade classification of such information, or to allow access by non- 
Executive Branch personnel. 
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Note also DoDI 5230.29’s requirement that “[a]ll information submitted for review to 
OSR must first be coordinated within the originating DoD component to ensure 
security, OPSEC and policy concerns are addressed; 65 and its direction that internal 
pre-publication review authority be delegated no further than “the lowest level 
competent to evaluate the content and implications of public release.” 66 


The information for which 
was a narrative concerninc 



re-publication review was being sought in this case 


accordingly, an adequate organizational 
assessment of the information security, OPSEC and policy implications of its release 
would have necessitated coordination with DIA. 



65 DoDI 5230.29 Enel 3, fl 2.a(3) (emphasis added). 

66 DoDI 5230.29 Enel 2, 4.d (emphasis added). 


67 


See Issue 1 Findings and Analysis;! 


pp. 102-110; 


I, pp. 5-6; I 


pp. 6-7. 



I 9 Since 1991, the standard agreemen 
Secure Compartmented Information ( 

Compartmented Information Nondisclosure S tatement, Dec 1991) 

That form includes the’ 


signed regarding access to TOP SECRET / 
47-1. (DP Form 1847-1, Sensitive 



I hereby agree to submit for security review by the Department or Agency that last authorized my 
access to such information or material, any writing . . . including a work of fiction ... that contains 
or purports to contain any SCI or description of activities that produce or relate to SCI or that I 
believe are derived from SCI, that I contemplate disclosing to any person not authorized to have 
access to SCI or that I have prepared for public disclosure.... I agree to make any required 
submissions prior to discussing the [material] with, or showing it to, anyone who is not authorized 
to have access to SCI. 



70 Note here the critical distinction between a determination of eligibility to be entrusted with SCI, versus 
the actual granting of access to such information. A determination of eligibility occurs when an authority 
empowered to grant personnel security clearances finds that an individual is sufficiently trustworthy to be 
provided with information classified at a certain level. (See DoD 5200.2-R, DoD Personnel Security 
Program , ffll DL1.1.19, DL1.1.21.) Saying that a person has been “determined eligible” to access 
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review, 


require 


jpon receiving sucn materials for 
security and policy review, to include any 


external coordination required. DIA CP-P then either makes the release determination 
at its level, or (in the case of subjects withheld for DoD approval) forwards the matter to 
OSR. 73 


Government Ethics 

Finally, in addition to the above-discussed reviews, a government ethics review 
was required. 74 DoD employees have an obligation under the JER to be familiar with 


classified information is essentially the same as saying that person has been “granted a security 
clearance.” Granting of access occurs when an agency or department provides a person already 
determined to be eligible (i.e., granted a clearance) with actual “ability and opportunity to obtain 



71 Defense Intelligence Agency Instruction (DIAI) 5400.300 (U), Prepublication Review of Information 
Prepared for Public Release, f| 5.1 (18 August 2006). 


72 DIAI 5400.300, fill 6.2.5-6. 

73 DIAI 5400.300, ffll 6.2.7. 


74 Government ethics standards apply to government employees. Joint Ethics Regulation (JER), DoD 
5500.7-R, H 1-211. (Note that the JER was revised effective November 17, 2011. Unless otherwise 
specified, all citations to the JER herein shall be to the previous version, Change 6, as it was in effect at 
the time of the events under investigation. Change 6 lang uage remains in place in the current version , 
crossed out with a red line.) For purposes of this analysis, |~ 

Jm |^|^^^Jgenerally fit within the CFR and JEF 

- i.e., an inamaua^mployed by the Government “who is retained, designated, appointed or employed to 
perform ... for not to exceed 130 during any period of 365 consecutive days, temporar y duties eith er on 
a full-time or intermittent basis.” JER H 1-232; 5 CFR § 2635.102(1); 18 USC § 202(a). piHcan be 
considered regular government employees for ethics purposes if they exceed the 130 dut^a^imit 
described above; if they are called on to Title 10 active duty; if they are placed in certain other statuses 
for certain amounts of time; or if they undertake certain actions. JERU 1-211; 18 U.S.C. § 202(a) 


member “uses hisl_ 

^government ethics authorities 


title 


Among the triggers of regular employee status: any time the |_ 

or position, or any authority derived therefrom.” JER H 1 -211 .e. 
relevant to the present matter apply equally to both regular and special employees. Those authorities are 
(a) the 5 CFR § 2635 prohibition against receiving non-Federal compensation for certain writings, and (b) 
the JER provisions regarding the referencing of official title or position in non-official writings. 5 CFR § 
2635.807; JER 2-207, 2-304, 3-307. 5 CFR § 2635.807 expressly applies to special Government 
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their ethical obligations and to seek guidance from an ethics counselor or other qualified 
advisor when appropriate. 75 Primary responsibility for seeking and conducting a 
government ethics review accordingly lies with the DoD employee and ^ ethics 
counselor - though there is obviously a command responsibility to refer an employee to 
an ethics counselor in appropriate circumstances. 76 

There are several ethical provisions relating to publication of written works by 
DoD employees. Those relevant to this inquiry are (a) the prohibition of compensation 
for writings using non-public information, and (b) the requirement to include a disclaimer 
in written works wherein one’s official position or title are referenced. 77 

Prohibition on Compensation . DoD employees are restricted from accepting 
compensation from a non-Federal source for written works that draw substantially on 
nonpublic information. 78 Nonpublic information is information that the employee gains 
by reason of Federal employment, and that he knows or reasonably should know has 
not been made available to the general public. 79 This specifically includes information 
the employee knows or reasonably should know (a) is routinely exempt from disclosure 
under the Freedom of Information Act or (b) is designated as confidential by an 
agency. 80 

Disclaimer Requirement . The federal regulation establishing ethical standards 
for Executive Branch employees (5 CFR § 2635) generally prohibits government 
employees from referencing their official position when writing as an outside occupation 


employees. 5 CFR § 2635.807(a). As a general rule, the JER includes special Government employees 
within the definition of “employee.” JER || 1-211 .a. None of the relevant JER provisions e xclude special 
Government employees from their applicati on. JER |flT 2-207, 2-30 4, 3-307. Accordingly, l||||mmj 
^111 would have been considered a^f° r purposes of these etnic^^^^^^ 
requirements. 

75 JERU 1-300.C, e. 

76 JER UlI 1-416.a, 1-412.a, 1-404. 

77 In addition to the prohibitions regarding compensation and disclaimers, employees are also disallowed 
from (a) accepting authorship opportunities that appears to have been offered primarily based on official 
position, rather than relevant expertise; and (b) accepting such an offer for compensation if the offeror 
has interests that may be affected substantially by the employee’s duty performance. 5 CFR § 
2635.807(a)(2)(i)(B)-(C). These prohibitions do not appear to be relevant here, and so will not be 
discussed in any depth. 

78 5 CFR § 2635.807(a)(2)(i)(D). Compensation includes any form of consideration, remuneration or 
income, including royalties. 5 CFR § 2635.807(a)(2)(iii). There is an exception allowing compensation to 
be accepted for teaching courses as part of the regular curriculum of an elementary or secondary school, 
an institution of higher learning, or other government-funded educational program. 5 CFR § 
2635.807(a)(3); Joint Ethics Regulation, DoD 5500.7-R, U 2-207. 

79 5 CFR §§ 2635.703(a)(2)(i)(D); 2635.703(b). 

80 5 CFR § 2635.703(b)(1)-(2). 
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or activity. 81 However, there are exceptions, allowing (a) the inclusion of the employee’s 
title or position as a biographical detail if given no greater prominence than other such 
information; 82 (b) use of title or position in an article published in a scientific or 
professional journal if accompanied by an adequate disclaimer; 83 and (c) the use of a 
general term of address - including military rank. 84 

The JER expands the disclaimer requirement, requiring that 

[a] DoD employee who uses or permits the use of his military grade or who includes or 
permits the inclusion of his title or position as one of several biographical details given to 
identify himself in connection with [the] writing, in accordance with 5 C.F.R. 2635.807(b) 

. . . shall make a disclaimer if the subject of the . . . writing deals in significant part with 
any ongoing or announced policy, program or operation of the DoD employee’s Agency 
. . . and the DoD employee has not been authorized by appropriate Agency authority to 
present that material as the Agency position. 85 

Where required, the disclaimer must be prominent and must expressly state that the 
views expressed in the employee’s writing are not necessarily those of the Agency. 86 
Failure to include a proper disclaimer when required expressly constitutes a punishable 
violation of Article 92 of the Uniform Code of Military Justice. 

Ethics Counselor Opinion “Safe Harbor. ” If an opinion regarding the matter has 
been rendered by a duly appointed ethics counselor, agency action may be limited: 

Disciplinary action for violating [5 CFR § 2635] or any supplemental agency regulations 
will not be taken against an employee who has engaged in conduct in good faith reliance 


81 5 CFR § 2635.807(b). 

82 5 CFR § 2635.807(b)(1). 

83 5 CFR § 2635.807(b)(2). 

84 5 CFR § 2635.807(b)(3). 

85 JER, 2-207, 3-307.a. 

86 JER, fl 2-207.a-b; 3-307.a(1 )-(2). 

87 The provisions of the JER requiring such disclaimers are in bold italic typeface. JER, 2-207, 3- 
307.a. Where used in the JER, such typeface indicates that the provision in question constitutes a lawful 
general order within the meaning of Article 92 of the Uniform Code of Military Justice. DoDD 5500.07, 
Standards of Conduct (29 Nov 2007) j] 2.2.6.1. Note, however, that an Agency may apparently be 
estopped from asserting ethical violations based on failure to include a disclaimer if appropriate Agency 
officials were offered the opportunity to intervene, but did not. The JER section regarding disclaimers 
notes that “[t]he commander, head of the organization, or supervisor may prohibit the employment or 
activity if he believes that the proposed activity will detract from readiness or pose a security risk.” JER f] 
2-303.a. Failure by Agency officials to act appropriately can apparently waive the right to assert violations 
of the section regarding disclaimers: “If action is not taken to prohibit the employment or activity, the DoD 
employee is free to engage in the employment or activity in keeping with other restrictions of this 
regulation.” JER j] 2-303.b. 


8 / 26/2019 


000087 



upon the advice of an agency ethics official, provided that the employee, in seeking such 
advice, has made full disclosure of all relevant circumstances. Where the employee's 
conduct violates a criminal statute, reliance on the advice of an agency ethics official 
cannot ensure that the employee will not be prosecuted under that statute. However, 
good faith reliance on the advice of an agency ethics official is a factor that may be taken 
into account by the Department of Justice in the selection of cases for prosecution. 88 

As indicated by the added italics, the protection offered by this provision is not ironclad, 
depending on the circumstances under which the ethics opinion was obtained. 

Note also that this language would apparently pertain only to the consequences 
of violations of government ethics rules: presumably, no such limitation would apply 
regarding the violation of other requirements discussed above (information security, 
OPSEC and inter-organizational reviews, etc). The JER expressly directs in the section 
regarding disclaimers that “[a] . . . writing that pertains to military matters, national 
security issues, or subjects of significant DoD concern shall be reviewed for clearance 
by appropriate security and public affairs offices.’’ 89 


88 5 CFR§ 2635.107(b). 

89 JER, DoD 5500.7-R, 3-307 (emphasis added). 
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ISSUE 9: SET FORTH THE FACTS AND CI RCUMSTANCES S URROUNDING THE 
94 th DIV’S PRE-PUBLICATION REVIEW BOOK ENTITLED 

BE SURE TcHSdDRES^TTe FOLLOWING: 


ISSUE 9A: WHEN WAS THE DRAFT BOOK SUBMITTED FOR REVIEW? 



FINDING 9A: 

the |_ 

between August anc 


officially submitted a copy of M manuscript fo r review to 
for the 94*^ivision sometime 

cfoEe^if 2009. 1 also submittec^^opy of I 


manuscript to for review the 

in late 




) of the 94 


th 


I. 


ANALYSIS 9A: was the first 94 

completecnrianuscript. 
a copy of the draft book, but 


th 



PH 


DIV official to receive and review 
could not recall precisely when | 
t it was probably in August or 


September of 2009, “plus or minus a couple of months” (Exhibit 86, p. 47). 

received a copy of^^^^^^Bmanuscript by email in the “late 
NovemEe^^m3ow of ‘09” 3 (Exhibit then printed out a hard 

cop y of the m anuscript and placed it in a binder,wnHHi^ventually gave to 
(Exhibit 79, p. 72). 



sent^^^^^^^H l egal review o f the manu script on 27 December 2009 
(Exhibits 171 -172)^ma^am^fay,|B^^^B forwardedlegal review, as 
well as three ofH email exchangesa nd reques ted 
^concurrence and approvanoHMB^^^^BHn^Dook, 

(Exhibit 146). 


bg , and 

of the need to conduct an OPSECT?vie^r^n^TTaM^ate^T/^arcr^u09 (Exhibit 121). 

initially testified thatH received the manuscript in August or September 2009; however, B 
latennaicated thatH recalled hjaving the book for ap proximately two months before■ reviewed it ip 
December of 2009XExhibit 86, pp. 47-48). Therefore, may have received tne manuscript as 

late as October 2009. 



incorporate^ 
if) this actually occurre 


may have provided 
input an 


recommendai 
(Exhibit 124). 


I with an updated version of the manuscript that 
:ions in late December 2009, but it is not clear when (or 


4 The three e-mails that 

B ghostwriter sent to 
ns of concern ^ id 



forwarded were the e-mails thatl 

onse to ^^^^^pequest for “some assurance 

Dool^er^ot classified (Exhibits 142,143, 147, and 148). 


tH|^H and 

ceMnann^^B 
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ISSUE 9B: WHO REVIEWED THE DRAFT BOOK? 

FINDING 9B: both reviewed entire 

I: HH and IHIHH^|both admitted that they reviewed 
boo^T^xnibits 79^6^^^ana 150). 

ISSUE 9C: WHAT WAS THE SCOPE OF EACH REVIEWER’S EXAMINATION OF 
THE DRAFT BOOK? 

FINDING 9C: 


ANALYSIS 91 




book, and to 
in the book. In addition 
operational security (OPSEC) review of 
not qualified to do so. 


conducted an ethics review of 

could accept comp ensation 
etermine whethercould use 

conaucted some so 


draft book to 
e publication and sale 
military title to identify 
of security and/or 
draft book, even though H was 


Sc 


Iconducted security and OPSEC reviews of 
tough he was not qualified to do so. 


ANALYSI S 9C: In acco rdance with applicable Department of Defense (DoD) and Army 
guidance, draft book required at least three separate reviews: (1) an 

ethics review^2^^ecurity review; 8 and (3) an OPSEC review. 9 


acopy of “Chapter One” of the manuscript to review; however, ||] 
|M“some frank feedback r egarding the man ner in which he 
■Exhibit 119). Accordingly, review of a portion 

iscussed further in response t^n^juestions posed in this issue. 

and ^^^^^^^^^reviews were the only pre-publication reviews conducted prior to 
Augus^OTO. wher^^^^^^^participated in a DoD-level review of^Hmanuscript (Exhibit 71. pp. 92- 
93,110-111). 

7 DoDD 5230.09, Clearance of DoD Information for Public Release , paragraph 4g, requires DoD 
personnel who have prepared information for public release through non-DoD fora or media, “while acting 
in a private capacity and not in connection with their official duties,” to comply with the ethical standards in 
DoD Directive 5500.07, Standards of Conduct , and DoD 5500.7-R, Joint Ethics Regulation. 

8 DoDD 5230.09, paragraph 4f, requires “non-active duty members of the Reserve Components” to “use 
the DoD security review process to ensure that information they submit for public release does not 
compromise national security." In addition, DoDD 5230.09, paragraph 4g, requires DoD personnel who 
have prepared information for public release through non-DoD fora or media, “while acting in a private 
capacity and not in connection with their official duties,” to have that information “reviewed for clearance if 
it meets the criteria in DoDI 5230.29.” 

9 AR 530-1, Operational Security (OPSEC), paragraph 2-1, requires all DA personnel, to include U.S. 
Army Reserve personnel, to “[protect from disclosure any critical information and sensitive information to 
which they have personal access;” “[p]revent disclosure of critical and sensitive information in any public 
domain to include but not limited to the World Wide Web, open source publications, and the media;” and 



8 / 26/2019 


2 


000090 






The purpose of an ethics review is to determine whether an individual is complying 
with the ethical standards in DoDD 5500.07, Standards of Ethical Conduct, and DoD 
5500.7-R, Joint Ethics Regulation (JER^Therefore, an ethics review must be 
conducted by an ethics counselor, like||^H^J. 10 The purpose of a security review is 
to ensure that “information proposed foH^uDN^Blease is examined for compliance 
established national and DoD policies and to determine that it contains no 
classified...information.” 11 Therefore, a security review must ultimately be conducted by 
the Office of Security Review, after prior coordination “within the originating DoD 
Component to ensure that it reflects the organization’s policy position; does not contain 
classified, controlled unclassified, or critical information requiring withholding; and is 
reviewed for operations security....” 12 Finally, the purpose of the OPSEC review is to 
ensure, inter alia, that classified information, critical information, and indicators of 
sensitive information is protected to maintain “essential secrecy, which is the condition 
achieved by the denial of critical information to adversaries” 13 Therefore, the OPSEC 
review must be conducted by an OPSEC officer in addition to an individual’s 
supervisor. 14 




“[c]onsult with their immediate supervisor and their OPSEC Officer for an OPSEC review prior to 
publishing or posting information in a public forum.” 

10 IAW paragraph 1-214 of the Joint Ethics Regulation (JER), an “ethics counselor” is “a DoD employee 
appointed in writing...to generally assist in implementing and administering the DoD Component 
command's or organization's ethics program and to provide ethics advice to DoD employees of the DoD 
Component command or organization in accordance with [the JER].” 

11 DoDD 5230.09, Glossary. 

12 DoDI 5230.29, Security and Policy Review of DoD Information for Public Release , paragraph 4.b. and 
Enclosure 3, paragraph 2.a. 

13 AR 530-1, paragraph 1 -6b. 

14 AR 530-1, paragraph 2-1 g. 

15 Based uponH research, believed that only an ethics review and an OPSEC review were 

required. See Issue 9F. 
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AR 360-1, paragraph 6-6(c), to ensure that security was not compromised, 16 as well as 
a responsibility under AR 530-1, paragraph 2-1 (g), to consult withB| immediate 
supervisor andH OPSEC officer for an OPSEC review prior to publishing the book 
(Exhibit 171). 




repeatedly asserted that m conducted only an ethics review of 
draft book (Exhibit 86, pp. 43-44, 52-56, 76-78, 86, 95, 105, 120, 126- 
Exhibit 150, pp. 49 and 86), andH emphatically denied thatH 

Tb, 76-79, 82, 95, 105, 125^26 


conducted a security review (Exhibit 86, pp. 54766, 76-79, 82, 95, 105, 125-T26, and 
131-132; Exhibit 150, pp. 25, 38, and 49). 7 In fact.^^^^H testified alternatively that: 




specifically stated inK 


legal opinion that: 



(Exhibit 171). 


8e, p. yb). I herefore. it is reasonable to assume thatH was referring to both reviews when ■ denied 
that he conducted a “security review.” 


! first interview 
-1, stating the lacl 


acknowledged the apparent inconsistency 
' requirement for review in AR 360-1 wasP 


between AR 360-1 and 
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karnittecnelling 
(Exhibit 86, pp. 

jH2gM| sentHHm an email on 30 November 2009, in which he stated: “Hey, MM- don't 
wanu^j^fl^ot her bu^was ho ping you might be able to complete the classification review of my 
novel..., so si 9 n off o n it, as my su pervisor per AR 530-1 OPSEC, prior to his 

departure...” (Exmbi^uoHempnasis added). HHH| then reiterated that^^ghostwriter “can 
provide the unclassified references she found t^ioHn^ntelligence information and methods we discuss 
in the book (i.e., prove that the information was available from other so urces) or other reference books o f 
similar nature that contain the same type of information” (Exhibit 170). 


Tebook andH requestec 
discuss” (Exhort 170). 


statetfcthat■ would "have a number ot questto/is" when* finished reading 
to bring his “supporting documents/cites this)weekend...to 


_did not attempt to verify whether 

thiniriFwasM| responsibility to do so (Exhibit'8 b, p. 
regarding whether■ received information from^j 
comments in H first interview: 


assurances were true because ■ did not 
"xhibit 150, p. 86 ). In respo nse tcH? question 
I ghostwriter, made the following 
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On or about 4 January 2010, ^^^^^^^Hprepared a Memorandum for Record 
(MFR) to memorialize his r eview draft book 25 (Exhibit 151). The MFR 

stated had reacnn^Onrianuscript “to conductaninitial^ 

OPSEC/Secunt^car^ma review for ethical standards,” and that^^^^^^^^“found 
no obvious security or legal issues in the D RAFT manuscript provided for review” 
(Exhibit 151). Accordingly, HHHI imposed“noobjection on legal or 
operational security ground^onn^DuoMcation book;” he found the 

book “suffic ient for publication;” and he directed ^^^^^^^^ttention back to 
le 9 al °P inion “ as guidance inff] nexrae^^uDlication of [the] 
manuscript” (Exhibit 151). 



indicated tnat he had conducted “an initial 
OPSEC /Security Scan’’ (Exhibit 151) (emphasis added). Second, in response to a 
questionregarding his responsibility to ensure that security is not compromised, 
^^HHHHsaid: “To advise” (Exhibit 79, p. 44). However, he then stated that he 
ana^B^B^elt that the provision in AR 360Jthatappearedtoelimin the 
requiremen^o review manuscripts written by^on active 
duty “was not appropriate” (Exhibit 79, p. 44).A^UBSul0^tndHB|MM“took the 
extra step” of providing comments on information in the draft book Tnanne^elt was 


“suspicious” or “not a 
pp. 21-22). 27 Third, 


)ropriate in na ture” (Exhibit 79, pp. 44-45, 110-111; Exhibit 111, 
(ultimately admitted in his first interview 





(Exhibit 150, p. 56). 


26 Based upon research. believed that only an ethics review and an OPSEC 

review were requlre^See Issue 9F. 


re P eate< 1ly stated that he conducted only an OPSEC review (Exhibit 79, pp. 42-45, 47; 

Exh!b!^^DM6, 22). 


Hjl^mmHlater explained his standard of review as follows: “If it just seemed out of place. If it 
seemecRaajnutidn’t seem to fit. If there was something that just did not look right, it was questioned" 
(Exhibit 79, p. 111). 
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^^^U“jointly conducted an OPSEC r eview and a sec urity review as to classified 
information” (Exhibit 79, p. 109). Fourth, an email on 

28 December 2 009 in which he indicat edtnaHi^ acH^ouple oHjuestlons that were 
not answered inH^JHHHemail toJHHHH and “one was o n something pos sible 
(sic) being classmecHmc^^^maybe FOUO^Exhibit 149). Fifth, HMUHi 
sought assurances from and ^ ghostwriter that they na^btaine^he 

information in the book from “open s ource material” (Exhibit 79, pp. 19, 54, 56, 79-80, 
92, 101; Exhibit 111, p. 28). Finally^^^^H^^J noted in his 11 May 2010 email to 
BG Le Doux that he had advisedjM^^^^P^nsure “that there was no seepage of 
classified information and that OPSE^wa^riaintained,” and he implied that he had 
assisted in the security review by stating: 

Based on have a working knowledge of info that may 

be considerecraassmec^MnWmation that maynot be releasable to the 
public. Upon reviewing the book I provided numerous comments 

on what I determ ined to be possible issues ancuTiaybe consider borderline 
OPSEC. ^HJaddressed each and every question/issue presented and 
in most caserne information had already been publi shed in an open 
source of some sort. For those areas still in question ^^^Jremoved 
from the manuscript any reference of such. 

(Exhibit 124). 


erficial and 



com . _ 

_ " 1 Exhibit’ 

pp. 20-21, 

regarding the security concerns 
pp. 20,47; Exhibit 111, p. 38). 


ISSUE 9D: WHAT WAS EACH REVIEWER’S DETERMINATION REGARDING THE 
PROPRIETY OF THE DRAFT BOOK’S PUBLICATION? 

FINDING 9D: NeitherflHHH norHHHf^^^imposed any objections regarding 
the propriety of the drafUDOoPs publicatior^ine^^M^^B addressed the security 
concerns they raised during their individual reviews. 


ANALYSIS 9D: See the Analysis for Issue 9C, above, for a more detaile d discussion 
regarding the contents legal opinion and^^^^^^^^HMFR. 28 


draft in his 4 January 2010 MFR, 

in a 28 Decemoe^UU^mail^^ 

I know you wanted to complete by 1 Jan and if I had to give you the nod now I would do 
so but still would like to go face to face on a few questions I have that I THINK are easy 
answers but overall do not see any BIG issues that have not already been addressed or 
discussed before I put my sig on paper for this. 


28 


Prior to findin g 
t( 
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